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Benefits of Decision Support Systems in Relation to Task Difficulty in Airport
Security X-Ray Screening

David Hueglia , Sarah Merksb, and Adrian Schwaningera

aUniversity of Applied Sciences and Arts Northwestern Switzerland, School of Applied Psychology, Institute Humans in Complex Systems,
Olten, Switzerland; bCenter for Adaptive Security Research and Applications (CASRA), Z€urich, Switzerland

ABSTRACT
Automated explosive detection systems for cabin baggage screening (EDSCB) highlight areas in
X-ray images of passenger bags that could contain explosive material. Several countries have
implemented EDSCB so that passengers can leave personal electronic devices in their cabin bag-
gage. This increases checkpoint efficiency, but also task difficulty for screeners. We used this case
to investigate whether the benefits of decision support systems depend on task difficulty. 100 pro-
fessional screeners conducted a simulated baggage screening task. They had to detect prohibited
articles built into personal electronic devices that were screened either separately (low task diffi-
culty) or inside baggage (high task difficulty). Results showed that EDSCB increased the detection
of bombs built into personal electronic devices when screened separately. When electronics were
left inside the baggage, operators ignored many EDSCB alarms, and many bombs were missed.
Moreover, screeners missed most unalarmed explosives because they over-relied on the EDSCB’s
judgment. We recommend that when EDSCB indicates that the bag might contain an explosive,
baggage should always be examined further in a secondary search using explosive trace detection,
manual opening of bags and other means.

1. Introduction

Automation has many functional uses including autopilots,
expert systems, or alarm systems. Decision support systems are
one type of automation that supports human information
acquisition and analysis in order to improve decision making
(Mosier & Manzey, 2020). They are used in different applied
fields related to informatics (e.g., Meng et al., 2021; Qinxia
et al., 2021; Xiaolong et al., 2021; Zhang et al., 2020), health
care (e.g., Alberdi et al., 2008; Drew et al., 2012; Xiao et al.,
2021), aviation safety (e.g., Mosier et al., 1998; Sarter et al.,
2001), or airport security (e.g., Goh et al., 2005; H€attenschwiler
et al., 2018; Huegli et al., 2020; Petrozziello & Jordanov, 2019;
Rieger et al., 2021; Wiegmann et al., 2006). Typical examples of
decision support systems are alarm systems or detection sys-
tems (Rieger et al., 2021) that provide cues regarding whether
a target is present or not. In the current study, the use case
is explosives detection systems for cabin baggage (EDSCB) in
airport security X-ray screening (H€attenschwiler et al., 2018;
Huegli et al., 2020). With modern EDSCB, airports can allow
passengers to leave personal electronic devices (PEDs) such
as notebooks inside their baggage. This increases passenger
throughput at security checkpoints (Sterchi & Schwaninger,
2015), but also task difficulty for X-ray screeners. There are
four approaches to deal with PEDs at airport security

checkpoints in the presence of EDSCB: (a) Passengers must
remove PEDs from their cabin baggage and screeners use
EDSCB as a decision support and resolve alarms on-screen
while inspecting the X-ray image. (b) Passengers can leave
PEDs in their baggage, and screeners resolve EDSCB alarms
on-screen while inspecting the X-ray image. (c) Passengers
must remove PEDs from their baggage, and alarmed bags are
sent directly to secondary search. (d) Passengers can leave
PEDs in their baggage, and alarmed bags are sent directly to
secondary manual search.

The contribution of the present study is to give recom-
mendations whether PEDs can be left in cabin baggage and
how EDSCB alarms should be resolved. The criteria used to
evaluate these options are the detection (human–machine
system hit rate) of bombs built into PEDs when placed
inside bags (high task difficulty) compared to when PEDs
were screened separately (low task difficulty). We also con-
sidered the human–machine system false alarm rate and
response times of screeners.

1.1. Practical background

At airport security checkpoints, cabin baggage is screened
using X-ray machines to prevent passengers from carrying
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prohibited articles (e.g., guns, knives, bombs) onto an air-
plane (Harris, 2002). The actual target prevalence of prohib-
ited articles at these checkpoints is extremely low. However
it is increased artificially to about 2–4% by using threat
image projection, which is a technology that projects prere-
corded X-ray images of prohibited articles onto X-ray
images of real passenger bags (Hofer & Schwaninger, 2005;
Meuter & Lacherez, 2016; Schwaninger et al., 2010;
Skorupski & Uchro�nski, 2016), and covert tests with simu-
lated prohibited articles (Schwaninger, 2009; Wetter
et al., 2008).

The task of the screeners is to visually inspect X-ray images
of cabin baggage for prohibited articles. This involves visual
search and decision making (Koller et al., 2009; Wales et al.,
2009; Wolfe & Van Wert, 2010). Bombs are the most danger-
ous prohibited articles in passenger baggage and are technic-
ally called improvised explosive devices (IEDs). IEDs are
composed of a power source, a triggering device, a detonator,
and an explosive charge usually connected by wires (Turner,
1994; Wells & Bradley, 2012). Because of these components,
well-trained screeners can detect IEDs well (Halbherr et al.,
2013; Koller et al., 2008, 2009; Schuster et al., 2013;
Schwaninger & Hofer, 2004), but when an IED is built into a
PED, its components are often concealed. Research has shown
that detecting targets is more difficult in a densely packed bag
than in a plastic tray (e.g., Adamo et al., 2015; Rosenholtz
et al., 2007), and this is also the case when prohibited articles
are built into PEDs (Mendes et al., 2013). For these reasons, at
most airports, passengers must remove PEDs from their bags
to have them X-rayed. However, European regulation allows
passengers to leave PEDs inside their luggage when state-of-
the-art multiview EDSCB technologies (EDSCB of Standard
C2) which achieve automation hit rates in the range of
75–90% and automation false alarm rates of 6–20%
(H€attenschwiler et al., 2018; Sterchi & Schwaninger, 2015) are
in use (Commission Implementing Regulation [EU], 2015).
Although leaving PEDs inside cabin baggage increases task
difficulty for screeners (Bolfing et al., 2008; Mendes et al.,
2013; Schwaninger et al., 2007) it also leads to faster divesting
times, fewer bags per person, and thus increasing passenger
throughput at security checkpoints (Sterchi & Schwaninger,
2015). As a result, many airports have bought and imple-
mented such state-of-the-art multiview EDSCB technologies.
There are two common ways in which EDSCB alarms can be
resolved: First, when using EDSCB as a decision support sys-
tem, EDSCB highlight areas in X-ray images that might con-
tain explosive material (H€attenschwiler et al., 2018; Huegli
et al., 2020; Singh & Singh, 2003; Wells & Bradley, 2012), and
airport security screeners resolve the alarm on-screen by
deciding whether the EDSCB judgment is true or not, and fur-
ther examination is needed. Hence, screeners conduct on-
screen alarm resolution. An alternative is to use EDSCB as an
automated decision. That is, bags on which EDSCB has
alarmed are sent directly to secondary search where alarm
resolution takes place using explosive trace detection, manual
bag search and other means (Michel et al., 2014; Sterchi &
Schwaninger, 2015).

1.2. Theoretical background

When using automation as decision support, two concepts
of operator behavior are particularly important: compliance
and reliance (Dixon & Wickens, 2006; Meyer, 2001, 2004).
Compliance is the degree to which operators respond to a
decision support system when it provides an alarm. Reliance
is how far operators act in line with a decision support sys-
tem when it does not give an alarm. Compliance and reli-
ance have been described as behavioral expressions of trust
in automation (Hoff & Bashir, 2015; Lee & See, 2004). So
far, research on how compliance and reliance relate to the
subjective perception of automation’s trustworthiness has
been inconsistent (Avril et al., 2022; Chancey et al., 2017;
Chavaillaz et al., 2016, 2019b; Dzindolet et al., 2003; Rovira
et al., 2007).

In an ideal world, human operators properly assess the
information provided by the decision support system and its
validity. They should show compliance when it detects a tar-
get and shows reliance when it correctly advises that no tar-
get is present. However, operators sometimes use its
recommendations to replace deliberate decision making and
proper situation evaluation (Mosier et al., 1998; Mosier &
Manzey, 2020; Parasuraman & Manzey, 2010). This can lead
to less than ideal human–machine system performance,
especially when target prevalence is low, which is the case at
airport security checkpoints. Because most bags at airport
security checkpoints do not contain IEDs, the majority of
EDSCB alarms will be false alarms (on which EDSCB yields
an alarm although no target is present) even when overall
reliability is high (Madhavan et al., 2006; Onnasch et al.,
2014; Parasuraman & Riley, 1997). Moreover, when EDSCB
refrains from alarming, most of the bags do not contain
IEDs. On one hand, operators experience a lot of false
alarms and may ignore automation alarms when they lead
to a cry-wolf effect (Breznitz, 1983). On the other hand,
because the decision support system rarely misses a target,
operators may rely too much on when it does not alarm.
This behavior results in omission errors.

The cry-wolf effect (Breznitz, 1983) describes a lack of
operator compliance resulting from exposure to many false
alarms—a phenomenon that has been observed in different
domains and tasks (Bliss et al., 1995; Bolton & Katok, 2018;
Dixon et al., 2007; Dixon & Wickens, 2006; Huegli et al.,
2020; Maltz & Shinar, 2003; Nishikawa & Bae, 2018;
Parasuraman et al., 2000; Zirk et al., 2019). Low compliance
results in operators ignoring some alarms (Alberdi et al.,
2008; Manzey et al., 2014) and ignoring them entirely in
extreme cases (Bliss et al., 1995). Ignoring a high number of
alarms results in decreased human–machine system per-
formance, even though using the highly reliable decision
support system would increase target detection (Bartlett &
McCarley, 2017; Boskemper et al., 2021; Dixon & Wickens,
2006; Meyer et al., 2014; Rice & McCarley, 2011).

Omission errors arise when the decision support system
fails to detect a target and operators show too much reliance
on automation recommendations due to inadequate moni-
toring (Davis et al., 2020; Mosier et al., 1998; Parasuraman
& Riley, 1997). Then, operators miss the target and fail to
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react accordingly. Omission errors are one type of outcome
of the well-investigated automation bias. The automation
bias has been described as using automation as a heuristic
replacement for informed decision making (Mosier et al.,
1998; Parasuraman & Manzey, 2010). Whereas the cry-wolf
effect results from exposure to many system false alarms,
omission errors occur mainly with high system hit rates
(Bailey & Scerbo, 2007; Rovira et al., 2007), because misses
become rare and more likely to be overlooked.

Both the cry-wolf effect and omission errors increase
when tasks are difficult. Studies on different workload con-
ditions or task complexities (Biros et al., 2004; McBride
et al., 2011) have reported an increased cry-wolf effect with
high workload because operators could not evaluate the rec-
ommendations of the decision support system. Also, Huegli
et al. (2020) found that operators showed lower compliance
with automation (in their study EDSCB) when presented
with difficult rather than easy targets. When targets were
easy, operators could evaluate the alarms, and this reduced
the cry-wolf effect. Turning to omission errors, previous
studies have found an increase due to high task complexity
(Biros et al., 2004; Lyell et al., 2018) or multitasking settings
(Avril et al., 2021; Bailey & Scerbo, 2007; Parasuraman
et al., 1993). Again, the reason might lie in the ability of the
operators to evaluate the automated suggestion. For
example, in a simulated military detection task, operators
reported noticing automation errors better when task diffi-
culty (in the form of image quality) was low rather than
high (Spain, 2009). Therefore, when targets are easy for
operators to detect, they should be able to evaluate whether
decision support is missing a target and show less reliance
when it fails to alarm a target. When targets are difficult to
detect, operators show higher reliance and commit more
omission errors when it fails to alarm a target.

1.3. Present study

The present study tested screeners supported by EDSCB in a
simulated baggage X-ray screening task in which they had to
detect prohibited articles (guns, knives, and IEDs) that were
all built into PEDs. The EDSCB in this study had a hit rate of
75% and a false alarm rate of 9%. Considering our explosives
target prevalence of 4.2%, the EDSCB made 90% correct deci-
sions. This accuracy is viewed as reliable (Chavaillaz et al.,
2018; Cullen et al., 2013; Ma & Kaber, 2007; Onnasch, 2015;
Rice, 2009; Wiegmann et al., 2001). We used multiview X-ray
imaging that is common at modern airports. We employed
three realistic scenarios to simulate different concepts of oper-
ations at airport security checkpoints: In the baseline condi-
tion, PEDs were placed in plastic trays outside of bags. The
trays were screened separately, and screeners were not sup-
ported by EDSCB—as is still the case at some airports today.
In the second condition, PEDs were also placed in trays, but
screeners were supported by EDSCB—as is the case at most
airports. We refer to this test condition as PED-out; and, fol-
lowing Mendes et al. (2013), view it as a condition with low
task difficulty. In the third condition, PEDs were left inside
the cabin baggage and EDSCB supported screeners—

representing a scenario at a modern airport. We refer to this
test condition as PED-in, and, following Mendes et al. (2013),
view it as a condition with high task difficulty. We chose one
half of the PEDs to be notebooks because these are the most
frequent PEDs in cabin baggage. Furthermore, we chose one
half of the PEDs to be everyday electronic/electrical objects
(e.g., conference speakerphones or water kettles) to investigate
the practically relevant question of whether airports should
differentiate between notebooks and everyday electronic/elec-
trical objects when determining whether passengers can leave
them in their baggage. Figure 1 shows four multiview X-ray
images containing the same IED concealed in two different
types of PED (a and b: notebook; c and d: everyday electronic/
electrical object) and screened either separately (a and c: low
task difficulty) or inside a bag (b and d: high task difficulty),
all alarmed by EDSCB.

We anticipated that EDSCB would increase the detection
of IEDs built into PEDs compared to the baseline group
without EDSCB support. We further expected a lower detec-
tion performance for PED-in than for PED-out due to
higher task difficulty. Also, we expected compliance with
EDSCB to be lower for PED-in than for PED-out. When
task difficulty is high, operators should have difficulties in
identifying EDSCB hits while still experiencing many false
alarms. Therefore, they will show less compliance with
EDSCB, and this will lead to a more pronounced cry-wolf
effect. When task difficulty is low, screeners should recog-
nize the EDSCB hits and show more compliance. We further
expected reliance to be higher for PED-in than for PED-out.
This is because when EDSCB fails to detect targets with
high task difficulty, screeners cannot recognize the miss and
will still rely on its suggestion. As a result, screeners will
make more omission errors. Because EDSCB detects only
explosive targets, we did not expect EDSCB to affect the
detection performance of nonexplosive targets (guns and
knives built into PEDs). However, we expected a lower
detection of guns and knives for PED-in than for PED-out,
similar to the results reported by Mendes et al. (2013).

2. Method

2.1. Participants

Participants were 100 cabin baggage screeners from an inter-
national airport. All had been trained and certified according
to national aviation security regulation standards. We
excluded two participants because they were inadvertently
given the same participant ID, making their data indistin-
guishable. The final sample consisted of 8 females and
90 males with a mean age of 28.43 years (range: 20–50 years).
Fifty-one participants had professional experience of more
than one year; 47, less than one year. Participants were tested
during their regular working hours, informed about the study
procedures and goals, and given written informed consent.
The study complied with the American Psychological
Association Code of Ethics and was approved by the institu-
tional ethics review board of the School of Applied
Psychology, University of Applied Sciences and Arts
Northwestern Switzerland.
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2.2. Design

The study used a 3� 3 � 2 mixed design with test conditions
(baseline, PED-out, PED-in) as a between-subjects variable and
prohibited articles category (IEDs, knives, and guns built into
PEDs) and concealment type (everyday electronic/electrical
object, notebook) as within-subjects variable. Participants were
randomly assigned to one of the three test conditions. We
chose guns built into PEDs as easy and knives built into PEDs
as more difficult nonexplosive threats. This allowed us to inves-
tigate the placement effects of PEDs without the impact of
EDSCB that affect human–machine system performance only
for explosive threats (Huegli et al., 2020).

We examined the following dependent variables: (a) the
human–machine system hit rate (proportion of target-
present responses on target-present trials) and (b)
human–machine system false alarm rate (proportion of tar-
get-present responses on target-absent trials) as measures of
detection performance; (c) compliance (proportion of target-
present responses of operators in trials in which the decision
support system alarmed including both true and false
alarms) and (d) reliance (proportion of target-absent
responses on trials in which decision support system did not
alarm including correct and incorrect refrain of an alarm) as
measures of the operators’ use of the decision support sys-
tem; and (e) trust perception for participants who were

Figure 1. X-ray images from a multiview EDSCB machine used as a decision support system cueing potential targets (IEDs). The same bag is shown from two view-
points differing by about 90� . It contains an IED concealed in two different types of PEDs (a and b: notebook; c and d: everyday electronic/electrical object) and
screened either separately (a and c: low task difficulty) or inside a bag (b and d: high task difficulty), all alarmed by EDSCB.
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allocated to one of the two test conditions working with
EDSCB (PED-out and PED-in). Trust perception reflects the
subjective trustworthiness of the system (Chavaillaz et al.,
2019a). Finally, (f) we examined the response times on tar-
get-present and target-absent trials as measures of efficiency.
We also assessed operator confidence for each trial.
However, these confidence ratings were collected as part of
a possible future investigation and were not analyzed for
this study.

2.3. Materials

The simulated cabin baggage screening experiment con-
tained 440 unique X-ray images of passenger bags and trays
displayed with multiview imaging (56 practice and 384 test
trials per test condition). Because most airports require pas-
sengers to remove PEDs from cabin bags, multiview images
containing PEDs are rare. Therefore, three X-ray image
experts recorded the images containing PEDs with an X-ray
machine of the type HI-SCAN 6040 aTiX from Smiths
Detection. Each target-present image had one prohibited
article built into a PED: either a notebook or an everyday
electronic or electrical object. Test trials included 48 target-
present images, each containing one of 24 prohibited items
(eight different simulated IEDs, guns, and knives). All pro-
hibited items were presented twice: once built into a note-
book and once into an everyday electronic or electrical
object. For the conditions baseline and PED-out, PEDs with
targets were recorded in 48 different trays. For the condition
PED-in, PEDs with targets were recorded in 48 differ-
ent bags.

Additionally, every bag or tray was recorded once con-
taining the PED without the prohibited article and once
without any PEDs at all. In total, we recorded 96 target-
present and 192 target-absent images. More target-absent
images were selected by the three X-ray image experts. They
used bags from a pool of about 2,000 X-ray images recorded
during regular airport security cabin baggage screening at a
European airport. The recording and selection process
resulted in 48 target-present and 336 target-absent images
per test condition. To achieve enough target-present trials
per participant and still be within a realistic range, the over-
all target prevalence was set at 12.5% and the target preva-
lence of IEDs at 4.2%. In the two automation conditions
(PED-out and PED-in), red frames highlighted areas in the
X-ray images that might contain IEDs (EDSCB alarms). No
X-ray image had more than one red frame, and no X-ray
image with a gun or knife had a red frame. The X-ray image
experts set frames manually. The PED-out condition
included 12 EDSCB hits (red frames on 12 of the 16 IEDs)
and 34 EDSCB false alarms on trays containing PEDs. The
PED-in condition had 12 EDSCB hits (red frames on 12 of
the 16 IEDs) and 34 EDSCB false alarms on bags containing
PEDs. This resulted in an automation hit rate of 75% and
an automation false alarm rate of 9% for both automation
conditions and an overall of 83% correct decisions.
Appendix A presents an overview of the stimuli used for
each test condition (see Tables A1–A3).

Trust perception was assessed with the 12-item question-
naire Checklist of Trust between People and Automation
(Jian et al., 2000). Answers were given on a 7-point Likert
scale ranging from 1 (not at all) to 7 (agree totally). An item
example is “The system is reliable.” Trust perception reflects
the trustworthiness of the system (Chavaillaz et al., 2019a).
We measured trust in automation only in participants allo-
cated to the two test conditions working with EDSCB (PED-
out and PED-in). Five participants who did not complete
the questionnaire were excluded from analyses of trust per-
ception, leaving a sample of 59 participants in PED-out and
PED-in.

2.4. Procedure

Participants were tested in training facilities at the airport in
groups of a maximum of six screeners in a quiet room and
under supervision. They sat approximately 60 cm from HP
EliteDesk 800 G1 computers with 23” EliteDisplay E232
monitors under normal lighting conditions. They responded
on the screen with a mouse point and click. Participants
first received oral and written instructions about the study,
an explanation of the simulator’s user interface, and infor-
mation about the hit and false alarm rates of the EDSCB.
They then performed 56 practice trials with trial feedback to
familiarize themselves with the task and the reliability of
EDSCB. Afterwards, participants conducted the main experi-
ment in two test blocks, each containing 192 randomly pre-
sented trials without trial feedback. Participants had a
maximum of 15 s to decide whether an X-ray image of cabin
baggage contained a target or not by clicking on a “NOT
OK” button (target-present) or an “OK” button (target-
absent). Many airports apply such a 15-s time limit in cabin
baggage screening. Participants then rated how confident
they were about their decision on a scale ranging from 1
(not confident) to 5 (very confident). Then, the next trial
started. European regulations (Commission Implementing
Regulation [EU], 2015) mandate a break of at least 10min
after each period of a maximum of 20-min continuous X-
ray image screening. Therefore, screeners took a 10-min
break after each block. After the simulated X-ray screening
task, participants in the EDSCB conditions (PED-out and
PED-in) completed the Checklist of Trust between People
and Automation (Jian et al., 2000). The complete session
took approximately 60min.

2.5. Statistical analyses

We conducted all analyses of variance (ANOVAs) and post
hoc comparisons with R version 4.03 (R Core Team, 2020).
Alpha was set at .05, and Holm–Bonferroni corrections were
applied (Holm, 1979) for post hoc t-tests. We report effect
sizes of ANOVAs using gp

2 (partial eta-squared) with values
of .01, .06, and .14 being interpreted as small, medium, and
large effects respectively (Cohen, 1988, p. 368). The
Huyn–Feldt correction was applied to p values of ANOVAs
with more than two within-factor levels to address the viola-
tion of the sphericity assumption. Table 1 shows ANOVA
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statistics for the human–machine system hit rate, false alarm
rate, and response times. Table 2 shows the ANOVAs with
overall compliance and compliance on target-present and
-absent images respectively. For calculations of means, we
computed basic bootstrapped 95% confidence intervals
(1,000 iterations).

3. Results

3.1. Detection performance

3.1.1. Human–machine system hit rate
We computed a 3 (test condition: baseline, PED-out, PED-
in) � 3 (prohibited article category: IEDs, knives, guns built
into PEDs) � 2 (concealment type: everyday electronic/elec-
trical object, notebook) mixed-design ANOVA with
human–machine system hit rate as the dependent variable
(Table 1). Figure 2 displays the human–machine system hit
rate for the statistically significant interaction effects: (a)
prohibited article categories by test condition and (b) pro-
hibited article categories by concealment type. The horizon-
tal green line indicates the hit rate of EDSCB by itself
(automation hit rate).

The ANOVA (Table 1) and Figure 2a show that EDSCB
increased the detection of IEDs when PEDs were screened
separately (PED-out> baseline). However, detection of IEDs
decreased again when PEDs were left inside baggage (PED-
in< PED-out). Post hoc t-tests confirmed the significance of
these differences. Moreover, the human–machine system hit
rate for detecting IEDs was lower than that for EDSCB on
its own, especially when PEDs were left inside baggage
(PED-in), representing a strong cry-wolf effect. We shall
return to the cry-wolf effect when discussing operator com-
pliance. Moreover, screeners detected guns better than kni-
ves and IEDs, and knives better than IEDs. Knives were
detected best when PEDs were placed inside luggage (PED-
in). Figure 2b shows that the type of concealment had no

Table 1. F values, significance levels, and effect sizes for the ANOVA main effects of test condition, prohibited item category, and concealment type together
with their interactions for dependent variables of human–machine system hit rate, false alarm rate, and response times.

Variable
TC PAC CT TC� PAC TC� CT PAC� CT TC� PAC� CT

F p gp
2 F p gp

2 F p gp
2 F p gp

2 F p gp
2 F p gp

2 F p gp
2

Hit rate 2.47a 0.09 0.02 739.54b <0.001 0.74 20.29c <0.001 0.03 10.70d <0.001 0.08 0.26a 0.77 0.00 32.45b <0.001 0.06 2.04d 0.10 0.01
False alarm rate 6.87a <0.01 0.08 – – – 6.45b <0.01 0.02 – – – 2.26d 0.64 0.02 – – – – – –
Response time
Target-present 2.61a 0.08 0.02 191.73b <0.001 0.43 35.51c <0.001 0.43 8.12d <0.001 0.06 8.01a <0.001 0.02 14.87b <0.001 0.02 4.15d <0.01 0.01
Target-absent 2.28a 0.11 0.04 – – – 65.19b <0.001 0.09 – – – 27.81d <0.001 .08 – – – – – –

Note. TC: test condition; PAC: prohibited item category; CT: concealment type. adf¼ 2, 95; bdf¼ 2, 190; cdf¼ 1, 95; ddf¼ 4, 190.

Table 2. F values, significance levels, and effect sizes for the ANOVA main effects of test condition and concealment type together with their interactions for
operator compliance and reliance.

Variable
TC CT TC� CT

F p gp
2 F p gp

2 F p gp
2

Compliance overall 4.56a <0.05 0.06 0.28a 0.60 0.00 0.02a 0.89 0.00
Compliance target present 4.95a <0.05 0.05 5.88a <0.05 0.03 1.75a 0.19 0.01
Compliance target absent 2.38a 0.12 0.36 1.34a 0.25 0.03 0.00a 0.95 0.00
Reliance overall 15.69b <0.001 0.13 0.35b 0.71 0.00 2.32b 0.10 0.02
Reliance target present 24.78b <0.001 0.18 35.26b <0.001 0.20 0.96b 0.33 0.01
Reliance target absent 14.97b <0.001 0.12 1.54b 0.22 0.01 2.57b 0.08 0.02

Note. TC: test condition; CT: concealment type. adf¼ 1, 62; bdf¼ 2, 12.

Figure 2. Mean human–machine system hit rate by test condition and prohib-
ited article category (a) and by concealment type and prohibited article cat-
egory (b). Post hoc pairwise t tests were computed to compare the means of
test condition and concealment type within the prohibited article category.�p< 0.05, ��p< 0.01, ���p< 0.001. Error bars show bootstrapped 95% confi-
dence intervals (1,000 iterations). The horizontal green line indicates the hit rate
of EDSCB by itself.
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impact on detection performance except for that on knives
in which screeners achieved a higher detection performance
when knives were concealed in notebooks compared to
everyday electronic/electrical objects. Again, post hoc t-tests
confirmed the significance of these differences. We shall
explain this result in the discussion section.

3.1.2. Human–machine system false alarm rate
For target-absent trials, concealment type had three levels
(no PEDs, everyday electronic/electrical object, notebook),
because screeners could also report human–machine system
false alarms on images that did not contain PEDs.
Moreover, for target-absent trials, we dropped the variable
prohibited articles category. Therefore, we computed a 3
(test condition: baseline, PED-out, PED-in) � 3 (conceal-
ment type: no PED, everyday electronic/electrical object,
notebook) mixed-design ANOVA with human–machine sys-
tem false alarm rate as the dependent variable (Table 1).

Figure 3 displays the human–machine system false alarm
rate for the statistically significant main effects: (a) test

condition and (b) concealment type. The horizontal green
line indicates the false alarm rate of EDSCB by itself (auto-
mation false alarm rate). The ANOVA (Table 1) and Figure
3a show that EDSCB nearly doubled the human–machine
system false alarm rate when PEDs were placed outside bag-
gage (PED out) compared to the baseline condition.
However, when EDSCB was in use and PEDs were placed
inside bags (PED-in), screeners cleared more false alarms
and achieved a lower false alarm rate than when PEDs were
placed outside of baggage (PED-out). Post hoc t-tests con-
firmed the significance of these differences. Figure 3b and
post hoc comparisons showed no significant pairwise differ-
ences between different concealment types, suggesting that
the human–machine system false alarm rate does not
depend on what kind of PED an image contains. Overall,
the human–machine system false alarm rate did not exceed
the EDSCB false alarm rate.

3.2. Behavioral trust measures and trust perception

3.2.1. Compliance
For compliance, we included only the two test conditions in
which EDSCB was applied and only images in which alarms
were present. We computed a 2 (test condition: PED-out,
PED-in) � 2 (concealment type: everyday electronic/elec-
trical object, notebook) mixed-design ANOVA with compli-
ance as the dependent variable (see Table 2 for the
ANOVAs with overall compliance and compliance on tar-
get-present and -absent images respectively).

Figure 4a displays overall operator compliance for the
statistically significant main effect of test conditions (PED-
out, PED-in). The ANOVA in Table 2 and Figure 4a shows
that screeners complied more with EDSCB when PEDs were
placed outside (i.e., task difficulty was low) compared to
inside bags (i.e., task difficulty was high).

We compared the compliance of the two test conditions
with EDSCB hits (target-present images) and EDSCB false
alarms (target-absent images) to investigate whether higher
compliance results from active processing of alarms due to
the operators’ better detection of IEDs when presented with
easier images, and, hence, their use of the information pro-
vided by the EDSCB as decision support. Regarding target-
present images, the ANOVA in Table 2 confirms a main
effect for test condition with higher operator compliance
when PEDs were placed outside (M¼ 0.58, 95% CI [0.52,
0.64]) compared to inside the bag (M¼ 0.46, 95% CI [0.41,
0.51]), p< 0.01. This means that screeners ignored 42%
(PED-out) and 54% (PED-in) of true alarms leading to the
cry-wolf effect observed in Section 3.1.1. Regarding target-
absent images, the ANOVA did not reveal any significant
difference for mean operator compliance between when
PEDs were placed outside (M¼ 0.13, 95% CI [0.08, 0.16])
and inside the bags (M¼ 0.08, 95% CI [05, 0.10]), ns.

3.2.2. Reliance
We computed a 2 (test condition: PED-out, PED-in) � 2
(concealment type: everyday electronic/electrical object,

Figure 3. Mean human–machine system false alarm rate by test condition (a)
and concealment type (b). Post hoc pairwise t tests were computed to compare
the means of test condition and concealment type within the prohibited article
category. ���p< 0.001. Error bars show bootstrapped 95% confidence intervals
(1,000 iterations). The horizontal green line indicates the false alarm rate of
EDSCB by itself.
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notebook) mixed-design ANOVA with reliance as the
dependent variable. We included only the two test condi-
tions with EDSCB in use, and, in turn, only images without
EDSCB alarms (see Table 2 for the ANOVAs with overall
reliance and reliance on target-present and -absent images,
respectively).

Figure 4b displays overall operator reliance for the signifi-
cant main effect of test condition (PED-out, PED-in). The
ANOVA (Table 2) and Figure 4b show that screeners relied
less on EDSCB when PEDs were placed outside (i.e., when
task difficulty was low) compared to inside the bag (i.e.,
when task difficulty was high). Post hoc t-tests confirmed
the significance of these differences.

We compared the reliance of the screeners in the two test
conditions in terms of EDSCB misses (target-present
images) and EDSCB correct rejections (target-absent images)
to investigate whether the higher reliance on more difficult
images resulted in screeners committing more omission
errors. Regarding target-present images, the ANOVA in
Table 2 confirmed a significant main effect for test condi-
tion, with lower operator reliance when PEDs were placed
outside (M¼ 0.60, 95% CI [0.54, 0.66]) compared to inside

the bag (M¼ 0.82, 95% CI [0.76, 0.89]), p< 0.001. This
means that screeners in the PED-out condition committed
omission errors on 60% of the unalarmed IEDs. Screeners in
the PED-in condition committed omission errors on 82% of
the unalarmed IEDs. Also, reliance was higher when IEDs
were built into notebooks (M¼ 0.83, 95% CI [0.77, 0.89])
rather than everyday electronic/electrical objects (M¼ 0.60,
95% CI [0.54, 0.67]), p< 0.001.

For target-absent images, the ANOVA in Table 2
revealed a main effect for test conditions with operators
showing less reliance on EDSCB when notebooks were
placed outside (M¼ 0.91, 95% CI [0.89, 0.93]) rather than
inside bags (M¼ 0.97, 95% CI [0.96, 0.98]), p< 0.001.

3.2.3. Trust perception
The relationship between behavioral trust measures—com-
pliance and reliance—and subjective perception of the actual
trustworthiness of the automation has been found to be
vague (Chavaillaz et al., 2019b). In the present study,
Pearson correlations did not indicate that trust perception
related significantly to compliance with EDSCB for all
images, r(57) ¼ �0.11, p¼ 0.31; target-present images,
r(57) ¼ �0.22, p¼ 0.09; or target-absent images, r(57) ¼
�0.03, p¼ 0.80. Also, there were no significant correlations
of trust with reliance on EDSCB for all images, r(57) ¼
0.14, p¼ 0.21; target-present images, r(57) ¼ 0.20, p¼ 0.09;
or target-absent images, r(57) ¼ 0.13, p¼ 0.24.

3.3. Response times

3.3.1. Target-present images
Finally, we computed a 3 (test condition: baseline, PED-out,
PED-in) � 3 (prohibited article category: IEDs, knives, guns
built into PEDs) � 2 (concealment type: everyday elec-
tronic/electrical object, notebook) mixed-design ANOVA
with target-present response time (mean of medians) as the
dependent variable (Table 1).

Figure 5 displays target-present response times (mean of
medians) for the statistically significant three-way inter-
action effect: prohibited article categories by test condition
and concealment type. The ANOVA (Table 1) and Figure 5
show that EDSCB did not affect response times when PEDs
were placed outside bags (baseline vs. PED-out). However,
target-present response time depended on task difficulty.
When EDSCB supported screeners, they detected IEDs more
slowly when PEDs were placed inside rather than outside
bags. However, this effect was found only for the conceal-
ment type of notebooks. Post hoc t-tests confirmed the sig-
nificance of these differences. In general, screeners detected
guns faster than knives and guns and knives faster
than IEDs.

3.3.2. Target-absent images
Analogous to the calculations for the human–machine sys-
tem false alarm rate, we further computed a 3 (test condi-
tion: baseline, PED-out, PED-in) � 3 (concealment type: no
PED, everyday electronic/electrical object, notebook) mixed-

Figure 4. Operator compliance (a) and reliance (b) by test condition. Post hoc
pairwise t tests were computed to compare the means of test condition and
concealment type within the prohibited article category. ��p< 0.01,���p< 0.001. Error bars show bootstrapped 95% confidence intervals
(1,000 iterations).

8 D. HUEGLI ET AL.



design ANOVA with target-absent response times (mean of
medians) as the dependent variable (Table 1). Figure 6 dis-
plays the target-absent response times for the statistically
significant main effects: (a) test condition and (b) conceal-
ment type. The ANOVA in Table 1 and Figure 6 indicates
that EDSCB did not slow down response times when PEDs
were separated from the baggage. However, when EDSCB
was used and PEDs were placed inside bags, images were
more difficult and screeners’ response times were slower.
Figure 6b shows that this applied to both concealment types
(everyday electronic/electrical objects and notebooks).
Significant post hoc t-tests confirmed both differences.

4. Discussion

The goal of the present study was to give recommendations
about whether PEDs can be left in cabin baggage and how
EDSCB alarms should be resolved. There are four
approaches to deal with PEDs at airport security checkpoints
in the presence of EDSCB: (a) Passengers have to remove
PEDs from their cabin baggage and screeners use EDSCB as
a decision support and resolve alarms on-screen while
inspecting the X-ray image. (b) Passengers can leave PEDs
in their baggage, and screeners resolve EDSCB alarms on-
screen while inspecting the X-ray image. (c) Passengers have
to remove PEDs from their baggage, and alarmed bags are
sent directly to secondary search. (d) Passengers can leave
PEDs in their baggage, and alarmed bags are sent directly to
secondary manual search. We used this example to investi-
gate the benefits of automation as a decision support under
varying task difficulty. We tested whether a 90% reliable
EDSCB helps professional X-ray baggage screeners to detect
IEDs built into PEDs when placed inside bags (high task dif-
ficulty) compared to when PEDs were screened separately

Figure 5. Target-present response times (RT) by test condition, prohibited article category, and concealment type. Post hoc pairwise t tests were computed to compare the
means of test condition and concealment type within the prohibited article category. ���p< 0.001. Error bars show bootstrapped 95% confidence intervals (1,000 iterations).

Figure 6. Target-absent response times (RT) by test condition (a) and conceal-
ment type (b). Post hoc pairwise t tests were computed to compare the means
of test condition and concealment type within the prohibited article category.��p< 0.01, ���p< 0.001. Error bars show bootstrapped 95% confidence inter-
vals (1,000 iterations).
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(low task difficulty). Results show that EDSCB increased the
detection of IEDs built into PEDs when screened separately
(i.e., low task difficulty) and screeners conducted on-screen
alarm resolution. Nonetheless, detection performance was
still lower than EDSCB on its own. When electronics were
left inside the baggage, operators ignored many EDSCB
alarms, and many IEDs were missed. Moreover, screeners
missed most unalarmed explosives because they over-relied
on the EDSCB’s judgment. Therefore, on-screen alarm reso-
lution, that is approaches (a) and (b), are not recommended.
Instead, when the EDSCB indicates that the bag might con-
tain an explosive, baggage should always be examined fur-
ther in a secondary search using explosive trace detection,
manual opening of bags and other means (approaches c and
d). Our results further demonstrate that benefits of decision
support systems and operator compliance with and reliance
on EDSCB all depend on task difficulty. Compliance with
EDSCB decreased with higher task difficulty leading to a
more pronounced cry-wolf effect. Reliance on EDSCB
increased with higher task difficulty leading to more omis-
sion errors. In the remaining discussion, we first look at our
results on human–machine system detection performance,
operator compliance, reliance, and response times in detail.
After discussing the limitations of the present study and fur-
ther research needs, we examine its practical implications.

4.1. Detection performance

The benefits of automation as decision support depend on
the task difficulty. Our results show that EDSCB increases
the detection of IEDs built into PEDs, but only when
screened separately—that is, when task difficulty is low
(PED-out). In both conditions in which screeners were sup-
ported by EDSCB (PED-out and PED-in), detection of IEDs
by the human–machine system was lower than detection by
EDSCB on its own (see the green line in Figure 2a,b). This
phenomenon—referred to as the cry-wolf effect—has been
investigated widely for automation and decision support sys-
tems with different reliabilities (Alberdi et al., 2004; Bartlett
& McCarley, 2017, 2019; Huegli et al., 2020; Manzey et al.,
2014; Meyer, 2001; Meyer et al., 2014). For PED-out, the
human–machine system hit rate for IEDs was about 25%
lower than the hit rate of the EDSCB. For PED-in, the
human–machine system hit rate for IEDs was even 35%
lower than that of the EDSCB. This result provides strong
evidence that task difficulty influences not only the
human–machine system hit rate but also the operator’s
usage of automation. Other than for knives, concealment
type did not affect the human–machine system hit rate of
IEDs. This result is particularly interesting from a practical
point of view, as will be discussed in Section 4.4. The
human–machine system hit rate for IEDs was lower than
that in previous studies with screeners supported by EDSCB
(H€attenschwiler et al., 2018; Huegli et al., 2020). Because
IEDs were built into PEDs, the components of IEDs—which
can be learned—were concealed by the PED, and IEDs
became very difficult for screeners to detect, as reported in
previous studies without EDSCB (Mendes et al., 2012, 2013).

Overall, guns and knives in PEDs were detected well in
our study, and EDSCB did not affect their detection. This is
good news, suggesting that EDSCB does not impair oper-
ators’ attention when searching for nonexplosive prohibited
articles. Detection rates for knives and IEDs were better
than those in previous studies with well-trained screeners
without automation support (Halbherr et al., 2013; Koller
et al., 2008, 2009) or in a recent study that tested screeners
supported with different multiview EDSCB (Huegli et al.,
2020). This result might have emerged because the detection
of prohibited articles in X-ray images depends on image-
based factors such as the viewpoint on the prohibited article
(Bolfing et al., 2008; Schwaninger et al., 2005). The options
for hiding a knife in a notebook are limited to the battery
pocket, restricting variation of the viewpoint on knives in
X-ray images and making them easier to detect. To our sur-
prise, detection of knives was also slightly better when PEDs
appeared in bags. However, this effect was very small and
did not occur for guns that were detected very well by the
human–machine system in all conditions.

In terms of checkpoint efficiency, false alarm rates by air-
port security screeners need to be minimal, because further
examination of bags at the checkpoint involves more time-
consuming explosives trace detection and the manual open-
ing of baggage (Sterchi & Schwaninger, 2015). Our results
show that the increase in detection of IEDs comes at a cost.
Particularly, EDSCB as a decision support system also
increased the human–machine system false alarm rate com-
pared to the baseline group, but only when PEDs were
screened separately (PED-out). When PEDs were left inside
bags, the human–machine system false alarm rate was
reduced by half. Together with our results on the
human–machine system hit rate, this suggests that screeners
were more inclined to classify bags as suspicious when
inspecting images with low rather than high task difficulty.
This was due to the higher compliance with and lower reli-
ance on EDSCB alarms when inspecting images with low
compared to high task difficulty. We shall continue the dis-
cussion on compliance and reliance in Section 4.2. Overall,
the human–machine system false alarm rate did not exceed
the EDSCB false alarm rate. This result is good news
because screeners could keep the human–machine system
false alarm rate within a practically feasible range (Sterchi &
Schwaninger, 2015).

4.2. Behavioral trust and trust perception

4.2.1. Compliance
Operator compliance with EDSCB also depended on task
difficulty. Screeners complied less with EDSCB when task
difficulty was high (PED-in) compared to low (PED-out),
leading to a more substantial cry-wolf effect when inspecting
images under high task difficulty. This finding is consistent
with two previous studies using varying task complexities
and workload (Biros et al., 2004; McBride et al., 2011). Both
reported that the cry-wolf effect increases when operators
have difficulties in evaluating the automation’s recommenda-
tions because of higher task demands. According to Mosier
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and Manzey (2020), compliance describes the behavioral
tendency to trust and follow the recommendation of the
decision support system. To calibrate their behavior and
show an accurate amount of compliance with the decision
support system, operators must recognize true alarms
(Spain, 2009). Screeners in our study did not show an accur-
ate amount of compliance. They ignored 54% of the true
EDSCB alarms when task difficulty was high (PED-in) and
42% when task difficulty was low (PED-out) on target-
present images. We argue that when task difficulty is high,
operators have difficulties in recognizing true EDSCB alarms
while still experiencing many false alarms, and this leads to
a cry-wolf effect (Breznitz, 1983). When task difficulty is
low, operators make better use of the information provided
by EDSCB to verify their judgment. In our study, however,
both groups ignored many EDSCB alarms and showed
insufficient human–machine system performance.

Screeners in both EDSCB conditions recognized most
EDSCB false alarms and ignored a large number of them
(87% in PED-out and 92% in PED-in). This result speaks
against complacency (Parasuraman et al., 1993) that would
result in a blind acceptance of alarms due to a lack of atten-
tion, poor monitoring, and vigilance issues (Alberdi et al.,
2004, 2008; Meyer et al., 2014; Onnasch et al., 2014; Rice &
McCarley, 2011). Although the screeners in our study
ignored approximately one-half of the true EDSCB alarms,
our results show that they complied more with correct
EDSCB alarms than with EDSCB false alarms. Therefore, we
shall not attribute our results to an extreme but rather to a
moderate cry-wolf effect.

4.2.2. Reliance
We also found that operator reliance on EDSCB depended
on task difficulty. Screeners showed more reliance on
EDSCB when task difficulty was high (PED-in) than low
(PED-out). Most importantly, when screeners were inspect-
ing target-present images, the high reliance on EDSCB led
to human–machine system misses of IEDs. In the current
study, screeners showed 82% reliance on EDSCB for high
task difficulty and 60% reliance for low—albeit these images
contained IEDs. Especially for the high task difficulty condi-
tion, this overreliance resulted in a considerable number of
omission errors; a finding that is consistent with several
studies reporting an increase in omission errors with
increasing task complexity (Biros et al., 2004; Lyell et al.,
2018) or multitasking settings (Avril et al., 2021; Bailey &
Scerbo, 2007; Parasuraman et al., 1993). Regarding target-
absent images, screeners also showed less reliance on
EDSCB when task difficulty was low compared to high. This
behavior caused more human–machine system false alarms
when task difficulty was low. Nonetheless, reliance was gen-
erally higher for target-absent than for target-present images,
which also speaks for active task processing and against
complacency (Alberdi et al., 2004, 2008; Meyer et al., 2014;
Onnasch et al., 2014; Rice & McCarley, 2011). The high reli-
ance on the screeners in our study seems rational, because
in most images without an EDSCB alarm, there was indeed
no IED in the image. Screeners were right to depend on

EDSCB’s recommendation as a heuristic replacement for
vigilant information seeking and processing (Parasuraman &
Manzey, 2010), especially when task difficulty was high, and
screeners had difficulties in evaluating the EDSCB sugges-
tion. Unfortunately, this led to omission errors when
EDSCB failed—once again demonstrating the “ironies of
automation” (Bainbridge, 1983).

4.2.3. Trust perception
Our analyses revealed no evidence that the two behavioral
trust measures—compliance and reliance (Meyer, 2004;
Meyer et al., 2014)—related to the subjective perception of
trustworthiness. However, besides trust, other factors such
as recognizing decision support system errors influence the
effective use of a system (Spain, 2009). We argue that
screeners had difficulties in processing the task and recog-
nizing decision support system errors. Therefore, the degree
of compliance and reliance may represent a more heuristic
use of the decision support system (Mosier & Manzey, 2020)
and not the actual degree of operators’ trust in it. Examples
of a heuristic use of the decision support system would be
the probability matching strategy (Bartlett & McCarley,
2017, 2019; Bliss et al., 1995; Manzey et al., 2014) or the
much-discussed automation bias (Lyell & Coiera, 2017;
Mosier & Manzey, 2020), both of which have been found to
cause insufficient human–machine system performance
(Bartlett & McCarley, 2017; Boskemper et al., 2021; Huegli
et al., 2020; Manzey et al., 2014; Mosier et al., 1998).

4.2.4. Response times
A previous study found that PEDs inside bags slow down
screeners’ response times (Mendes et al., 2013), and longer
response times per visually inspected X-ray image of a pas-
senger bag result in slower passenger throughput
(H€attenschwiler et al., 2018; Sterchi & Schwaninger, 2015).
However, it was unclear whether PEDs inside passenger
bags also increase response times when EDSCB is in use.
Our results show that screeners’ target-present response
times were affected by task difficulty and the concealment
type when detecting IEDs. Although EDSCB did not
increase response times) when task difficulty was low (PED-
out), the screeners detected IEDs in PEDs more slowly com-
pared to when task difficulty was high (PED-in). This was,
however, observed only for IEDs built into notebooks. For
guns and knives, task difficulty did not affect response
times. Target-absent response times are more relevant to the
efficiency of the human–machine system than target-present
response times because most bags in baggage screening do
not contain prohibited items (in both our experiment and
airport X-ray screening). From a practical point of view, this
is good news because, when EDSCB is in use, PEDs inside
bags do not increase response times and, therefore, do not
negatively affect the baggage flow. The analyses of target-
absent response times show that EDSCB alone had no effect
on response times and that in the conditions with EDSCB
(PED-in and PED-out), task difficulty had no impact on
screener response times. However, the target-absent
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response times analyses show that screeners’ response times
were slightly slower when images contained PEDs, regardless
of whether they were placed in or outside the bag.

We found no evidence of a trade-off between speed and
accuracy—that is, better detection at the expense of a slower
response time (Heitz, 2014). On the contrary, guns in PEDs
were detected better and faster than all other categories of
prohibited items, probably due to the top-down guidance
(Wolfe, 2021) of their familiar, specific shape and their high
material density (Halbherr et al., 2013; Koller et al., 2009).
Similarly, screeners detected knives in PEDs better and
faster than IEDs. One possible explanation is that features of
IEDs were masked by the PEDs, making IED detection
more difficult (Mendes et al., 2013). At the same time, the
detection of knives was facilitated by being concealed in
notebooks and presented from a simple viewpoint. A spee-
d–accuracy trade-off also failed to explain differences in
human–machine system hit rates between the three test con-
ditions because higher hit rates are not associated with
slower response times.

4.3. Limitations

This study has some limitations that should be addressed in
future research. First, it was conducted at one international
airport with screeners trained and certified according to the
national standards of that particular country. Future studies
should investigate whether the effects found in this study
also apply to other countries. Second, as explained in
Section 1.1, in X-ray screening at airports, the extremely low
target prevalence of prohibited articles is increased artifi-
cially to about 2–4% using threat image projection and cov-
ert tests (Hofer & Schwaninger, 2005; Meuter & Lacherez,
2016; Schwaninger, 2009; Skorupski & Uchro�nski, 2016;
Wetter et al., 2008). Although target prevalence in our study
was lower than in previous studies on decision support sys-
tems (Bartlett & McCarley, 2019; Boskemper et al., 2021;
Chavaillaz et al., 2018, 2019b; Rice & McCarley, 2011;
Wiegmann et al., 2001), it was still higher than in real-world
scenarios. Third, the quality of EDSCB is still improving.
For example, EDSCB based on computer tomography, which
is becoming more common at airports, could soon achieve
EDSCB false alarm rates below 5% (personal communication
with airports and manufacturers, February 2020). This tech-
nical progress needs to be considered when discussing the
practical implications of our study.

4.4. Practical implications

We have shown that EDSCB used as a decision support sys-
tem increases the detection of IEDs in PEDs when they are
screened separately. Further, the type of PED has almost no
impact on detecting IEDs, which is particularly interesting.
Nowadays, passengers often keep everyday electronic/elec-
trical objects (e.g., speakerphones or water kettles) inside
their cabin baggage. Our results question the need to screen
notebooks separately. Leaving PEDs inside baggage leads to
faster divesting times, fewer bags per person, and thus

increased passenger throughput at security checkpoints.
Unfortunately, in our study, human–machine system detec-
tion of IEDs concealed in PEDs was still insufficient and
lower than the EDSCB on its own, regardless of whether
PEDs were screened separately or left inside bags.

Therefore, we recommend that passengers can leave
PEDs in their luggage if EDSCB of Standard C2 is used, but
screeners should be given clear instructions to send all bags
with EDSCB alarms to secondary search (approach d)
instead of using EDSCB as a decision support system and
conducting on-screen alarm resolution (approaches a and
b). Sending all alarmed bags with PEDs to secondary search
ensures a high detection performance of the human–ma-
chine system because EDSCB exceeds the operators’ detec-
tion capabilities. Nonetheless, it is important for screeners to
still inspect all X-ray images carefully for IEDs not only to
prevent them from committing omission errors but also
because current EDSCB still miss certain IEDs that can be
detected only by visual inspection (Howell, 2017).

5. Conclusion

The present study conducted with professional airport secur-
ity screeners and highly realistic stimuli investigated the
benefits of EDSCB as a decision support in relation to task
difficulty. Our results confirm that EDSCB increase detec-
tion of IEDs built into electronic devices when they are
screened separately—that is, when task difficulty is low.
Unfortunately, especially when presented with difficult
images, operators ignore many EDSCB alarms due to low
compliance, and this leads to a cry-wolf effect and insuffi-
cient human–machine system performance. Moreover, high
task difficulty also results in operators being overly reliant
on EDSCB, leading to many omission errors. We recom-
mend that when passengers leave PEDs inside their bags
and EDSCB indicates that the bag might contain an explo-
sive, the baggage should be examined further in a second-
ary search.
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Appendix A

Table A1. Test items for the baseline condition.

Container Target present/absent CT Prohibited article EDSCB alarms N Selection

Tray Target present Notebook IED – 8 Recorded
Tray Target present Notebook Guns – 8 Recorded
Tray Target present Notebook Knives – 8 Recorded
Tray Target present EO IED – 8 Recorded
Tray Target present EO Guns – 8 Recorded
Tray Target present EO Knives – 8 Recorded
Tray Target absent Notebook – – 24 Recorded
Tray Target absent EO – – 24 Recorded
Tray Target absent – – – 96 Selected
Bag Target absent – – – 48 Recorded
Bag Target absent – – – 144 Selected

Note. CT: concealment type; EDSCB: explosive system for cabin baggage; N: number; EO: everyday electronic/electrical objects; IED: impro-
vised explosive devices.

Table A2. Test items for the PED-out condition.

Container Target present/absent PED Prohibited article EDSCB alarms N Selection

Tray Target present Notebook IED 6 8 Recorded
Tray Target present Notebook Guns – 8 Recorded
Tray Target present Notebook Knives – 8 Recorded
Tray Target present EO IED 6 8 Recorded
Tray Target present EO Guns – 8 Recorded
Tray Target present EO Knives – 8 Recorded
Tray Target absent Notebook – 17 24 Recorded
Tray Target absent EO – 17 24 Recorded
Tray Target absent – – – 96 Selected
Bag Target absent – – – 48 Recorded
Bag Target absent – – – 144 Selected

Note. EDSCB: explosive system for cabin baggage; PED: personal electronic devices; N: number; EO: everyday electronic/electrical objects;
IED: improvised explosive devices

Table A3. Test items for the PED-in condition.

Type Target present/absent PED Prohibited article EDSCB alarms N Selection

Bag Target present Notebook IED 6 8 Recorded
Bag Target present Notebook Guns – 8 Recorded
Bag Target present Notebook Knives – 8 Recorded
Bag Target present EO IED 6 8 Recorded
Bag Target present EO Guns – 8 Recorded
Bag Target present EO Knives – 8 Recorded
Bag Target absent Notebook – 17 24 Recorded
Bag Target absent EO – 17 24 Recorded
Bag Target absent – – – 96 Selected
Tray Target absent – – – 48 Recorded
Tray Target absent – – – 144 Selected

Note. EDSCB: explosive system for cabin baggage; PED: personal electronic devices: N: number; EO: everyday electronic/electrical
objects; IED: improvised explosive devices.
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