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ABSTRACT Public transportation systems are increasingly relying on mobile services for ticketing, trip
planning, and account management. In these systems, it is crucial to ensure secure and user-friendly authen-
tication, as traditional login mechanisms often interrupt the travel experience and only provide protection
during the initial login. Behavioral authentication based on interaction patterns and sensor data offers a
promising solution for continuous verification. However, its practical deployment raises challenges related
to privacy, robustness, distributedmodel training, and integration with existing authentication infrastructures.
This paper presents the design and deployment of a privacy-preserving behavioral authentication framework
for public transportation applications. The framework focuses on system-level integration of established
privacy-preserving machine learning and authentication technologies. The framework combines client-side
preprocessing and homomorphic encryption of behavioral data with server-side machine learning-based
analysis. It incorporates model optimization techniques to improve robustness against impersonation attacks
and supports collaborative model training across providers through federated learning with coordinated
preprocessing and data governance. To enable practical deployment, the framework integrates behavioral
authentication into existing OAuth 2.0 and OpenID Connect-based infrastructures, including authentication
flows, token management, and cross-provider interoperability. We evaluated the proposed framework
through preliminary evaluations based on a public dataset and a field test with a real-world public transport
application, and a second field test assessing the feasibility of the federated learning setup in a collaborative
training scenario. The results demonstrate the practical feasibility of the proposed architecture and provide
insights into the challenges of deploying privacy-preserving behavioral authentication in real-world mobility
ecosystems.

INDEX TERMS Behavioral Authentication, Behavioral Biometrics, Privacy-Preserving Machine Learning,
Real-World Deployment, Federated Learning, Homomorphic Encryption, Authentication Infrastructure

I. INTRODUCTION
In mobile online services, such as e-commerce or public
transportation applications, providing secure and reliable user
authentication is crucial, as it guarantees that only autho-
rized persons can access functionality and personal informa-
tion. In the domain of public transportation, this requirement
becomes even more critical. Mobile ticketing, subscription
management, and personalized journey planning increasingly

replace physical tickets. This places the smartphone at the
center of the travel experience. Authentication in this context
prevents misuse of services and safeguards user accounts
against unauthorized access.
Among various approaches, behavioral authentication [1]

has emerged as a promising solution. It allows continuous
verification of identity without interrupting the user experi-
ence by leveraging unique patterns in interactions, such as
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movement characteristics or touch dynamics [1]. In practice,
behavioral authentication systems create a profile for each
user based on their interaction patterns. The system then
compares incoming behavioral data to the profile to verify
the user’s identity without requiring any explicit action. This
aligns well with the environment of public transportation,
where passengers expect security mechanisms to operate
transparently in the background.

However, applying behavioral authentication to public
transport applications faces several challenges. First of all,
behavioral authentication inherently raises privacy con-
cerns. A public transportation application typically follows
the client–server model [2], where the application server must
reliably verify the identity of the client user. When behavioral
authentication is used in this setting, user privacy is a key
problem: the service provider must process sensitive behav-
ioral information, such as motion and interaction patterns,
which can reveal personal habits and identifiable traits [3].

Second, authentication accuracy is highly context-
dependent. The performance of behavioral authentication
systems varies significantly depending on the operational en-
vironment. Variations in passenger behavior, device handling,
or travel conditions can significantly influence performance,
as shown in prior studies on mobile behavioral biometrics [1].
For instance, evaluations have shown that the effectiveness of
a system can vary greatly depending on the application setting
and potential attack scenarios [4].

Third, behavioral authentication requires sufficient
amounts of realistic training data, which are difficult to
obtain in distributed transport ecosystems. Training robust
behavioral authentication models typically requires access
to large, diverse datasets that capture user behavior across
different environments. Ideally, these datasets consist of real
data reflecting the target scenario [4]. In practice, however,
this data is often distributed among multiple providers, and
privacy regulations prevent direct sharing [5].

Finally, practical deployment requires seamless inte-
gration into existing authentication infrastructures. For
real-world operation in public transport systems, the authenti-
cation results generated by a behavioral authentication frame-
work must be integrated into existing authentication proto-
cols used by transport providers. This is particularly relevant
in cross-border scenarios or cooperative networks involving
multiple service providers, where interoperability is essential.

Existing work on privacy-preserving behavioral authenti-
cation addresses important sub-problems of the overall chal-
lenge. Cryptographic techniques and data-filtering methods
protect sensitive behavioral data during processing [3], [6],
[7], while Federated Learning (FL) has been proposed to over-
come data sharing restrictions in distributed environments [8],
[9]. In parallel, prior research has investigated behavioral
biometric models and optimization strategies to improve ro-
bustness against attack scenarios [10], [11], [12]. However,
these contributions are considered in isolation and are not
combined into a unified, deployable framework. In partic-
ular, the coordinated integration of privacy-preserving data

processing, collaborative model training with common pre-
processing standards and data governance mechanisms, and
seamless embedding into established authentication protocols
remains unexplored. Moreover, once models are deployed,
many existing solutions do not address their integration into
established authentication flows, which complicates adop-
tion in real-world applications. This gap becomes especially
evident in cross-provider and cross-border public transport
scenarios, where multiple service providers must collaborate
under strict privacy, regulatory, and operational constraints.
To address ongoing challenges, the aura.ai research

project1 develops a privacy-preserving behavioral authenti-
cation framework to support the entire lifecycle of behavioral
authentication in a cross-provider and cross-border setting.
The framework combines several established techniques into
a unified architecture tailored to public transportation ap-
plications. Behavioral data is protected using Homomorphic
Encryption (HE) on the client side before transmission, en-
abling Machine Learning (ML)–based analysis without ex-
posing sensitive user information [13], [7].We further employ
model optimization techniques to improve the accuracy of
behavioral analysis, especially when it comes to detecting
complex attack patterns [12], [11]. Federated learning is in-
corporated as a component that allows multiple providers
to collaboratively train models without disclosing their local
datasets. This is complemented by collaboration mechanisms
driven by data governance and coordinated preprocessing to
ensure consistent model quality [14], [9], [8]. To achieve
real-world applicability, the framework seamlessly integrates
with existing authentication protocols and standards, thereby
extending them to support behavioral authentication. This
includes establishing authentication flows, managing token
lifetimes, and decision thresholds, as well as enabling multi-
provider interoperability. The latter supports cross-provider
scenarios, also across national borders, while maintaining
strict privacy boundaries between providers.
In summary, this work presents a privacy-preserving be-

havioral authentication framework tailored to public trans-
portation applications, with a focus on the integration of
existing techniques for privacy protection and ML in a real-
world setting. The key contributions of this paper are:
1) We design and implement a framework for privacy-

preserving behavioral authentication in public trans-
portation applications that integrates multiple estab-
lished techniques into a coherent authentication archi-
tecture.

2) We demonstrate how privacy-preserving behavioral au-
thentication using homomorphic encryption can be in-
corporated into mobile applications while ensuring au-
thentication accuracy and efficiency.

3) We integrate federated learning to enable multiple
providers to collaboratively trainmodels without sharing
raw data, supported by coordinated preprocessing and
collaboration mechanisms driven by data governance.

1https://www.h-ka.de/en/idss/aura-ai
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4) We bridge the gap between existing authentication stan-
dards such as OAuth 2.0 and behavioral authentication
by incorporating token lifetime management, decision
thresholds, and support for cross-provider interoperabil-
ity.

We validated our framework through a preliminary evalu-
ation and two field tests. In the preliminary evaluation, we
conducted experiments to evaluate specific components of
the system under controlled conditions. More specifically,
we measured the authentication performance on multiple
public datasets to verify that the ML models achieve robust
detection of attacker scenarios. In the first fest field test,
we integrated behavioral authentication mechanisms into the
regiomove2 mobile application that is used for public trans-
portation in Karlsruhe, Germany. Over the course of one
month, selected participants regularly used the application.
Additionally, attack scenarios in which an attacker attempted
to imitate the behavior of a legitimate user were conducted.
The results demonstrate that our approach is able to achieve
accurate authentication decisions, while maintaining the ef-
ficiency necessary for seamless integration into real-world
public transport applications, where users expect a continuous
and unobtrusive experience. Nevertheless, we also identified
several pitfalls that can cause wrong authentication decisions
and led to reduced accuracy in some phases of the field test.
With the second field test, we evaluated the feasibility of the
FL setup within our framework. We performed a experiment
where we request a set of students, who play the role of the
different mobility providers, to negotiate over the FL training
settings. Results showed that our platform was easy to use for
the students, who managed to run a training in a maximum of
two hours. Based on these observations, we derived valuable
insights that can guide future experiments in the field of
behavioral authentication and FL.

The paper is structured as follows. First, Section II intro-
duces the scenario of public transport applications in detail,
emphasizes the requirements for appropriate authentication
solutions and outlines the threat model considered in this
work. Next, Section III reviews prior work in the key areas
that underpin our framework. Section IV outlines our core
concepts and building blocks that make up the proposed
framework. Afterwards, Section V presents a preliminary
evaluation of the proposed approach using a public dataset
under controlled conditions. Section VI then describes the
field test conducted with the regiomove public transport ap-
plication and reports the corresponding results. Section VII
presents a second field test evaluating the feasibility of the
federated learning setup in a collaborative training scenario.
Finally, Section VIII summarizes key aspects of the paper and
provides an outlook on future work.

II. MOBILE APPLICATIONS FOR PUBLIC TRANSPORT
In app-based public transportation systems, authentication
must function reliably not only at login but also throughout

2https://www.kvv.de/mobilitaet/regiomove.html

the entire journey. Solutions need to work without interrupt-
ing the user, adapt to changing operational contexts, and com-
ply with strict privacy regulations. This is especially impor-
tant in environments where services are offered by multiple
independent providers and passengers may switch between
them during a single trip. In such cases, interoperability and
trust across provider boundaries are essential, even when
direct sharing of personal or behavioral data is not possible.

A. PUBLIC TRANSPORT APPLICATION SCENARIO

 

 

 

FIGURE 1: Example of a cross-border public transport sce-
nario in the Upper-Rhine region

An illustrative example of such a setting is the tri-national
Upper-Rhine region, shown in Figure 1, which depicts the
core scenario addressed by the aura.ai research project. Span-
ning approximately 350 km along the borders of France,
Germany, and Switzerland, the region is characterized by
frequent cross-border commuting and a growing demand for
integratedmobility services. Platforms, such as regiomove en-
able multimodal travel within a local association of providers.
In particular, the regiomove application offers different ser-
vices of local transport such as buses, trams, regional and
urban trains, as well as car and bike sharing (cf. Section II).
It is operated by KVV 3 and developed collectively by rau-
mobil4 and INIT 5. INIT is responsible for the backend and
identity provider. The backend contains the usermanagement,
booking platform, payment provider and communicationwith
other service providers. raumobil manages the distribution
of the application and the frontend. Beyond regiomove, an-
other platform built on the same underlying infrastructure

3https://www.kvv.de/
4https://www.raumobil.com/
5https://www.initse.com/

VOLUME 11, 2023 3

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2026.3694816

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



Monschein et al.: Deploying Privacy-Preserving Behavioral Authentication in Public Transport Applications

is OrtenauMobil6. The main difference is the operation by
Ortenaukreis7 and that it has its own service providers.

B. SYSTEM REQUIREMENTS AND CHALLENGES
In this environment, traditional approaches become imprac-
tical: operators are subject to different legal frameworks,
preventing direct data sharing, and users expect a seamless
travel experience without repeated manual logins. The main
challenges in this scenario can be summarized as follows:

• Privacy: Behavioral authentication relies on sensitive
motion and interaction data, which must remain pro-
tected.

• Interoperability: Authentication solutions must inte-
grate with established protocols and standards while
remaining functional in heterogeneous, multi-provider
environments.

• Adaptability: Travel conditions, device handling, and
passenger behavior vary widely, requiring models that
remain accurate across contexts.

• Data diversity: Robust authentication requires behav-
ioral data frommultiple providers to capture the variabil-
ity of user behavior across regions, yet legal and privacy
constraints prevent the direct sharing of such data.

These factors define the operational and technical context
for our proposed privacy-preserving behavioral authentica-
tion framework and inform the design choices discussed in
this work.

C. THREAT MODEL SUMMARY
To clarify the security assumptions of the considered deploy-
ment scenario, we outline an informal threat model reflecting
risks in mobile public transport applications.

• Attack scenarios. A primary threat arises when an at-
tacker gains access to the legitimate user’s device, for
example if a device is stolen or left unattended during
a journey. In such situations, the attacker may attempt
to access tickets, perform bookings, or use stored cre-
dentials. Behavioral authentication is intended to detect
such deviations in interaction patterns and identify ille-
gitimate use.

• Client-side adversaries. Because of the potential at-
tack scenarios, we assume that client devices cannot
be trusted. A malicious or compromised client may
deviate arbitrarily from the authentication protocol to
imitate other users or gather behavioral information.
The proposed framework mitigates such scenarios by
building on a privacy-preserving authentication protocol
that combines robust ML-based attack detection with
provable guarantees for data confidentiality [7].

• Server-side adversaries. Service providers process au-
thentication requests and behavioral data as part of the
authentication process. However, servers may act ma-
liciously, deviating from the authentication protocol in

6https://www.ortenaukreis.de/ortenau-mobil
7https://www.ortenaukreis.de

order to recover sensitive details from the behavioral
information sent by clients. In particular, the system is
designed to prevent service providers from accessing
raw behavioral data that could reveal sensitive user char-
acteristics or habits [7]. Privacy-preserving techniques
such as HE are used to avoid the exposure of sensitive
information during processing.

• Trust assumptions. The framework assumes that either
the client or the server may behave maliciously, but
not both simultaneously. Furthermore, providers par-
ticipating in collaborative model training are assumed
to be honest-but-curious [14] meaning that they follow
the agreed training protocol but may attempt to infer
additional information from the data they observe. Their
local datasets remain private and are not shared directly
with other participants.

These assumptions define the trust boundaries and attacker
capabilities considered in this work and guide the design
of the proposed privacy-preserving behavioral authentication
framework. Formal security analyses of the individual build-
ing blocks used in the framework have been conducted in
corresponding prior work [7], [14], [9]. In this paper, we focus
on their system-level integration and deployment within the
described threat model.

III. RELATED WORK
This section reviews existing research in four key areas
that underpin our work: robustness in behavioral biomet-
rics, privacy-preserving behavioral authentication, federated
learning for distributed training, and integration with estab-
lished authentication protocols.

A. ROBUSTNESS IN BEHAVIORAL AUTHENTICATION
Robustness is a critical requirement for behavioral biometric
systems deployed in continuous authentication settings, par-
ticularly in real-world public transport applications exposed
to diverse environmental conditions and adversarial behav-
ior (cf. Section II).
With the increasing adoption of deep learning, numerous

approaches have been proposed to improve recognition ac-
curacy and robustness in behavioral authentication. For ex-
ample, Deb et al. [15] proposed a continuous authentication
system that combines interaction patterns such as keystroke
dynamics with motion sensor data. Their approach uses a
Siamese RNN-LSTM architecture trained with contrastive
loss to learn discriminative user embeddings from hetero-
geneous sensor inputs. Similarly, Abuhamad et al. [16] in-
troduced AutoSen, a behavioral biometric framework that
leverages background sensors such as the accelerometer, gy-
roscope, and magnetometer, applying RNN-LSTM models
with triplet loss to continuously authenticate users based on
passive interaction data.
Other research has explored touchscreen-based behavioral

biometrics. Acien et al. [17] investigated authentication based
on swiping gestures and keystroke dynamics collected from
smartphone interactions. Using Siamese neural networks and
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various loss functions, their work demonstrated that combin-
ing multiple behavioral modalities can improve authentica-
tion performance. Score-level fusion strategies across modal-
ities were shown to reduce error rates compared to single-
modality approaches.

To support benchmarking and comparative evaluation,
Stragapede et al. [10] introduced the BehavePassDB dataset,
which captures natural human–mobile interactions across
multiple tasks and sensor modalities. Their work highlights
the importance of evaluating behavioral authentication sys-
tems under different impostor scenarios, including both ran-
dom and skilled impersonation attacks.

While these approaches demonstrate the potential of mod-
ern ML techniques to improve robustness in behavioral au-
thentication, they typically assume centralized training and
evaluation settings. As a result, they do not address chal-
lenges related to privacy-preserving data processing, dis-
tributed model training, or deployment in heterogeneous
multi-provider environments.

B. PRIVACY-PRESERVING BEHAVIORAL AUTHENTICATION
Behavioral authentication enables continuous verification
based on user interaction patterns, yet processing such data
in client-server architectures introduces significant privacy
concerns. Existing research can be broadly grouped into
approaches based on Homomorphic Encryption (HE), data
transformation, and alternative cryptographic protocols. HE-
based solutions allow computation on encrypted data and
thus offer strong privacy guarantees, but often suffer from
high computational costs, latency, or restrictions in analytical
capabilities [18], [3], [19], [20]. Data transformation tech-
niques, such as cancelable biometrics or feature obfusca-
tion, are more lightweight, but typically reduce accuracy and
provide weaker protection [21], [22], [23]. Other strategies
relying on other cryptographic methods, including private set
intersection, biometric key generation, or format-preserving
encryption, can be efficient or accurate in specific scenar-
ios but may have limited applicability or residual privacy
risks [24], [25]. Trade-offs between privacy, efficiency, and
robustness remain across all categories, and many solutions
lack integration with ML techniques and established authen-
tication infrastructures.

Related work in image and video processing has explored
privacy-preserving techniques such as watermarking to pro-
tect sensitive multimedia data during transmission, particu-
larly in telemedicine settings [26], [27]. While these methods
focus on ensuring the integrity and confidentiality of visual
data, behavioral authentication addresses a different problem
by analyzing user interaction patterns rather than protecting
transmitted media content.

C. FEDERATED LEARNING WITH DATA GOVERNANCE
Federated Learning (FL) was conceived by McMahan et al.
[28], who used the method to train the Google Keyboard
on Android (GBoard) ML model for predictive text. After
its conception, a whole field of FL research has appeared.

Among the plenitude of FL research publications, those that
fall close to our focus are collaboration means for FL, and
security within the FL process.
Research in FL rarely focuses on the process preceding

the training. Establishing different aspects, like the goals of
the training, the data to be used, or the model to use for
training, is needed before starting the FL process. For this
reason, some negotiation and collaboration mechanisms must
be put in place. The two main works dedicated to imple-
menting collaboration platforms are Schelegel et al. [29] and
FLIP [30]. Both platforms offer functionality to upload the
FL code for training, as well as to connect all clients for
training. However, only Schelegel et al. offer functionality for
provenance, and none offer functionality for estimating how
much a client is contributing to the training. Furthermore, the
discussion around the data structure is not included in any of
the platforms, being an essential part of the setup in FL.
In FL settings, model weights or gradients are sent to a

central server for aggregation. Recent research showed that,
based on a trained model, information about training data or
even entire data items can be reconstructed. Related research
in collaborative learning proves that these attacks can be
applied in FL using the exchanged weights or gradients [31],
[32], [33]. Therefore, the server presents a third party that
must be trusted by all participants of the federated train-
ing. Using a decentralized implementation [34], the need for
a central server can be removed. Nevertheless, peer group
members can potentially attack other participants. In fact, the
attack surface increases without the application of additional
security mechanisms, as shown in related work [35].
For tabular data specifically, only a handful of works

currently demonstrate practical reconstruction attacks [33],
yet these already constitute a tangible risk to participants’
data. Typical defenses include Differential Privacy and Se-
cure Multi-Party Computation, which can prevent or sub-
stantially hinder reconstruction but often at nontrivial utility
or system cost. An aspect that is frequently overlooked in
this context is the preprocessing pipeline. Before training,
participants transform raw data into model-ready represen-
tations and often need to exchange auxiliary statistics or arti-
facts—such as category vocabularies for one-hot encodings,
scaling parameters, quantization thresholds, or clustering pro-
totypes—that may themselves reveal sensitive information.
Prior work implies that providing such preprocessing artifacts
to a server can materially aid the reconstruction of clients’
local data [33]. These observations motivate hybrid designs in
which model training remains centralized while preprocess-
ing is executed in a decentralized manner between the par-
ticipants, thereby reducing the leakage surface by providing
the server with private information, without incurring the full
cost of end-to-end cryptographic training.

D. CROSS-PROVIDER AUTHENTICATION
INFRASTRUCTURE
Behavioral data offers a valuable signal for detecting changes
in user identity, but a complete authentication system also
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requires identification, credential management, session han-
dling, and access control. These aspects are already addressed
by established protocols. Accordingly, new authentication
mechanisms aiming for practical viability often integrate with
established protocols such as OAuth 2.0 [36] or OpenID
Connect [37].

Since both protocols traditionally involve the user directly,
they lack support for background mechanisms. The emerging
OAuth 2.0 for First-Party Applications extension [38] ad-
dresses this by introducing authorization challenges, which
allow user-independent workflows suitable for behavioral
authentication.

Cross-provider scenarios further highlight interoperability
requirements. OpenID Connect was designed with such inter-
operability in mind, whereas OAuth 2.0 was not. To support
OAuth-only providers, systems can rely on the OAuth 2.0
Token Exchange standard [39], which enables tokens issued
through behavioral authentication to be exchanged for tokens
accepted by individual providers.

Existing approaches to integrate behavioral authentication
fall into one of two categories. Either they do not involve an
authentication server and operate exclusively on the client de-
vice to perform local authentication [40], [41], or they rely on
a separate monitoring component that observes user behav-
ior during an active session and contacts the authentication
server to terminate sessions or revoke tokens if misbehavior
is detected [42]. Both approaches do not allow to use the
behavioral data as a authentication factor on an authentication
server.

IV. AUTHENTICATION FRAMEWORK
This section presents the design of the proposed privacy-
preserving behavioral authentication framework, detailing its
main components: the authentication mechanism, model op-
timization strategies, federated learning setup, and supporting
infrastructure.

A. AUTHENTICATION FRAMEWORK OVERVIEW
Figure 2 summarizes the overall architecture of the proposed
authentication framework and highlights the interaction be-
tween its main components. The framework enables privacy-
preserving behavioral authentication across multiple mobil-
ity providers while integrating with existing authentication
infrastructures.

Behavioral data is collected on the user’s device during
normal app usage. To preserve privacy, these interaction
features are immediately encrypted using HE before being
transmitted to the behavioral analysis service (CA Server).
This component evaluates the encrypted input using neural
networks trained for behavioral authentication, producing
encrypted distance scores that reflect the similarity of the
current interaction pattern to the user’s established profile.
After decryption on the client, the results are returned to
the analysis service together with a validity proof ensuring
correct decryption. The CA Server forwards them to the
authentication server (CoNym) for storage and later use. This
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FIGURE 2: Architecture of the proposed privacy-preserving
behavioral authentication framework and the interaction be-
tween its main components

process, detailed in Section IV-C, ensures that sensitive data
remain confidential throughout the analysis pipeline.
The models employed by the analysis service originate

from a collaborative federated learning setup (Section IV-E).
In this setting, regional mobility providers train shared neural
networks under a common data governance framework [9].
Each provider prepossesses its local datasets using privacy-
preserving encoders and contributes only parameter updates
to the global model. This approach enables knowledge shar-
ing without the exchange of raw behavioral data and ensures
that the deployed model remains consistent across organiza-
tional boundaries.
While training defines the analytical capability of the

framework, robustness in behavioral biometrics (Sec-
tion IV-B) ensures that these models remain reliable under
real-world conditions. Techniques such as model regulariza-
tion, hyperparameter optimization, and genetic optimization
strengthen the resistance of the behavioral model against
evasion and impersonation attempts. As a result, the distance
scores delivered to the authentication infrastructure remain
meaningful even under noisy or adversarial input.
The behavioral results stored by the authentication server

are integrated into standard OAuth 2.0 workflows. When
a client device requests authentication, the authentication
server retrieves the most recently stored behavioral result cor-
responding to that device. If the result exceeds a configured
threshold, the user is re-authenticated. Otherwise, authenti-
cation is delegated to an existing Identity Provider, typically
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operated by the same organization as the backend services.
Requests to mobility services are likewise routed through

the custom authentication server. If the authentication infor-
mation in the request is valid it uses the OAuth 2.0 Token
Exchange protocol to replace the authentication information
with the information expected by the targeted service. This
mechanism bridges the access control models of the behav-
ioral authentication system and existing provider infrastruc-
tures, allowing services to operate unchanged while seam-
lessly benefiting from the new authentication layer.

The framework establishes a complete and practical
pipeline for secure behavioral authentication in distributed
mobility ecosystems through the interaction of these com-
ponents: federated learning for model creation, robustness
optimization for security, privacy-preserving analysis for user
trust, and cross-provider integration for interoperability.

In the following, we first focus on the robustness and reli-
ability of ML models targeting behavioral biometrics. These
models are the analytical foundation of the privacy-preserving
authentication protocol we are using.

B. ROBUSTNESS IN BEHAVIORAL BIOMETRICS
As a foundation for privacy-aware authentication, the behav-
ioral models must be robust and reliable across real-world
conditions. In mobile and public transport environments,
authentication systems must resist a wide range of attack
strategies, including random and skilled impersonation, be-
havioral data extraction, and poisoning or spoofing attempts
that exploit device or contextual variability. Robustness in
this context refers to the model’s ability to maintain high
discriminative performance and stability despite environmen-
tal noise, heterogeneous sensors, or deliberate adversarial
manipulation.

This subsection summarizes the general principles and
methodologies derived from earlier research contributions
(B2CAR [12] and AI-MBBCA [11]), which address the fun-
damental challenge of making behavioral biometrics reli-
able under real-world variability. These models provide the
analytical basis upon which the privacy-preserving version
introduced in the next subsection is constructed.

Our earlier work, B2CAR [12], demonstrated that incor-
porating regularization techniques (Ridge, Lasso, ElasticNet,
and Bayesian) into LSTM-based models significantly en-
hances resilience against both random and skilled impostor
attacks. Regularization constrains model complexity, reduces
weight variance, and mitigates overfitting to device-specific
artifacts, thereby improving temporal generalization across
users and sessions.

To further strengthen resilience, our AI-MBBCA frame-
work [11] combined hyperparameter optimization using GA
with an IF anomaly detector as a second-layer defense. This
dual approach not only maximizes the accuracy of LSTM
models trained with triplet loss but also introduces adap-
tive mechanisms to detect abnormal behavioral embeddings
that may result from adversarial manipulation. Triplet loss
promotes the formation of embeddings that place similar

behaviors closer together and push embeddings of dissimilar
or anomalous behaviors farther apart [10]. Experiments on
the BehavePassDB dataset confirmed that this architecture
consistently outperformed baseline models under complex at-
tack scenarios, including attempts to mimic legitimate users’
behavioral patterns. Together, these contributions highlight
the importance of integrating both proactive model opti-
mization and reactive anomaly detection for attack-resilient
behavioral authentication in public transport applications.
Figure 3 illustrates the AI-MBBCA framework architecture,
an extension of the B2CAR approach that incorporates GA
optimization and Isolation Forest (IF) for impostor detection.
The framework employs a hybrid LSTM network trained
with a triplet-loss function and enhanced by regularization
to capture both spatial and temporal behavioral patterns, as
shown in Figure 3. The GA automatically tunes critical hy-
perparameters (e.g., learning rate, batch size, margin, dropout
rate), while the IF layer analyses the feature embedding space
to detect anomalies indicative of adversarial or impersonation
behavior. This multi-stage design improves adaptability and
robustness against complex attack scenarios, providing a re-
silient foundation for continuous behavioral authentication in
mobile environments.

FIGURE 3: AI-MBBCA approach.

1) Behavioral Biometrics: Capture user-specific interac-
tion patterns such as typing rhythm (keystroke), read-
ing and scrolling behavior (read text), image navigation
habits (gallery), and touch or swipe gestures (tab).

2) Background Sensors: Include accelerometer, gyro-
scope, linear accelerometer, gravity, and magnetome-
ter signals that describe device motion and orientation.
These continuously provide contextual behavioral data.

3) Data Preprocessing and Normalization: Raw sensor
streams are cleaned, segmented, and normalized to en-
sure consistency and reduce noise before entering the
learning pipeline.
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4) Continuous Authentication (CA) System: Serves as
the central unit coordinating data collection, feature ex-
traction, and authentication through integrated modules
such as LSTM, GA, and IF.

5) Genetic Algorithm (GA):Optimizes key hyperparame-
ters (e.g., learning rate, dropout, batch size, LSTM units,
regularization type, and triplet strategy) using evolution-
ary operations of selection, crossover, and mutation to
enhance model generalization.

6) Regularization: Introduces penalty terms to the model
loss to prevent overfitting and improve the robustness of
the learned behavioral representation.

7) LSTM: Processes sequential sensor data to capture tem-
poral dependencies and dynamic variations in user inter-
actions.

8) Triplet Loss: Structures the feature space by minimiz-
ing the distance between genuine samples while max-
imizing separation from impostor samples, enforcing
strong inter-class discrimination.

9) Feature Embedding Space: Represents users through
compact feature vectors where genuine user embeddings
form tight clusters and impostor embeddings remain
distant, facilitating accurate decision making.

10) Isolation Forest (IF) for ImpostorDetection:An unsu-
pervised anomaly detection method that isolates abnor-
mal behavioral patterns and distinguishes genuine users
from impostors using learned embedding distributions.

11) Decision Outputs: Final authentication is derived by
combining distance-based similarity scores and anomaly
indicators, producing a robust, continuous verification
decision in real time.

The evolution from static regularization (B2CAR) to adap-
tive optimization (AI-MBBCA) defines a three-layer robust-
ness paradigm:

• Preventive hardening: Regularization constrains
model capacity andmitigates overfitting, ensuring stable
temporal representations.

• Adaptive resilience: GA-driven optimization enables
dynamic model adaptation under variable behavioral or
environmental conditions.

• Reactive detection: The IF layer identifies deviations in
the embedding space, signaling potential adversarial or
anomalous activity.

These robustness mechanisms complement the HE-based
privacy preservation and the FL-based collaborative training
introduced in the following subsections. Together they outline
a secure and reliable end-to-end authentication pipeline. The
robustness oriented approaches described in B2CAR [12]
and AI-MBBCA [11] represent analytical extensions that can
be incorporated into the privacy preserving architecture to
improve resilience against sophisticated attacks. Accordingly,
the privacy-preserving framework presented next adopts the
robust modeling paradigm as its analytical core.

C. PRIVACY-PRESERVING BEHAVIORAL AUTHENTICATION
Building upon the robust behavioral models described in
the previous subsection, we incorporate privacy-preserving
mechanisms to ensure that the authentication process remains
confidential and verifiable even in untrusted environments.
We rely on an authentication protocol proposed and evaluated
in prior work, which uses HE to protect user privacy [13],
[7]. In particular, sensitive behavioral data is encrypted on
the client device before being transmitted to the server, which
processes data only in encrypted form. This process is illus-
trated in Figure 4.

User Device CA-Server

1. ML-based Preprocessing
Pipeline + Encryption

Encrypted Behavioral Data

2. ML-based Analysis using
Homomorphic Encryption

3. Secure Disclosure

FIGURE 4: Excerpt from the privacy-preserving authen-
tication process involving the User Device and the CA
Server [13], [7]

The approach assumes an initial enrollment phase using
conventional multi-factor authentication to establish a behav-
ioral baseline. It is important to note that this baseline is
also encrypted with HE [13]. The enrollment is followed by
periodic re-authentication at fixed intervals (e.g., every 60
seconds) based on behavioral data. Standard security mecha-
nisms such as encrypted communication and server authenti-
cation are employed to ensure the confidentiality and integrity
of all exchanged messages [7].
Based on this setting, each behavioral authentication pro-

cess is structured into three parts.

a: ML-based Preprocessing Pipeline
First, we require a monitoring component on the user de-
vice. This component collects data from different sensors
that reflect behavioral characteristics. Common data sources
that are suitable for behavior-based authentication include
accelerometers, gyroscopes, magnetometers, and touchscreen
inputs [1]. Then, upon an authentication, the collected data
is first preprocessed and features are extracted from the raw
data for each data source. The features represent measurable
properties of the signal that capture behavioral patterns rele-
vant for distinguishing users [43]. This means, for example,
that the raw sensor data is aggregated over a certain period of
time in order to align different sampling rates [13].
Afterwards, the extracted features from each data source

are used as input for a separate neural network. The goal
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of these neural networks is to reduce the data to a vector of
fixed size (embedding) to save network traffic and computing
power in the downstream analysis [13]. For each of the neural
networks, the RNN architecture and the triplet loss training
strategy introduced in Section IV-B is employed. Particularly,
our framework is flexible and also allows the integration
of other model architectures. The goal is to enforce that
embeddings of the same user lie close together while those
of different users are well separated, which is suited for au-
thentication scenarios. Overall, the data collection, the feature
extraction and the mapping to embeddings form our prepro-
cessing pipeline. Following the execution of the pipeline,
the output embeddings are encrypted. For this purpose, the
Cheon-Kim-Kim-Song (CKKS) HE scheme is used, which
enables efficient calculations on encrypted data [44]. Finally,
the encrypted embeddings are transferred to the continuous
authentication server (CA Server) as shown in Figure 2.

b: ML-based Analysis of Encrypted Data
TheCAServer first retrieves encrypted reference embeddings
from its database, where it stores baseline data for each user.
As mentioned before, this baseline data is established during
the enrollment phase, which uses conventional authentication
before switching to behavioral biometrics [13], [7]. In this
way, the CA Server ensures that the reference embeddings
represent legitimate user behavior. In the next step, the re-
ceived encrypted embeddings and the reference embeddings
are entered together into aML-based analysis. TheML-based
analysis relies on a convolutional neural network (CNN) to
determine whether the current behavior matches the behavior
known from the legitimate user [7]. We can conduct this anal-
ysis due to the characteristics of the CKKS scheme, which al-
lows to performMLmodel inferences on encrypted data. The
original work [7] proposes to analyze the embeddings of all
data sources together with a comprehensive neural network
structure that consists of multiple convolutional and dense
layers. However, we chose to use smaller neural networks
and analyze each data source’s embeddings individually. The
idea is to enhance efficiency and achieve shorter response
times as HE tends to be computationally expensive [6]. In
particular, each neural network consists of a convolutional
layer, followed by an average pooling layer and two dense
layers. After performing a neural network inference for each
data source, we calculate themean to come to a final score that
reflects whether the embeddings originate from the same user
or not. To train these neural networks, we sample embeddings
from different user sessions, pairing embeddings from the
same user as positive examples and embeddings from differ-
ent users as negative examples, enabling the networks to learn
to distinguish between legitimate and illegitimate behavioral
patterns.

Once the average of all neural network inferences has
been computed, the ML-based analysis of the encrypted em-
beddings is finished. However, the calculated score is still
encrypted and can not be interpreted by the CA Server. For
this reason, we rely on an exchange with the client device to

securely disclose the analysis result to the server [7].

c: Secure Disclosure
The last part of the process is responsible for revealing the
computed authentication result to the server while protecting
integrity and confidentiality. In other words, the disclosure
needs to make sure that the server learns the correct analysis
result and that no behavioral data is leaked to the client or
the server besides the actual authentication result. To achieve
this, the integrated protocol relies on a Zero-Knowledge
Proof (ZKP) [45]. ZKPs allow a prover to convince a veri-
fier that a statement is true without revealing any additional
information beyond the statement’s validity [45].
As we only need to reveal a single ciphertext, the ZKP can

be realized quite efficiently. In the ZKP process, the encrypted
authentication decision is transferred to the client. The client
then decrypts it using its secret key and generates a proof that
the decrypted value corresponds to a claimed authentication
result without revealing any additional information about
the underlying secret key. For this purpose, a zk-SNARK
circuit is used [7]. The reason for choosing zk-SNARK are
small proof sizes, low verification times and the mature
ecosystem that facilitates deployment on mobile devices [46].
More specifically, zk-SNARK constructions requires initial
ceremony in which public parameters are generated. In our
implementation, the CA Server performs this setup once and
derives the corresponding proving and verification keys. The
server has a strong incentive to execute this setup correctly,
since any leakage of the secret randomness would allow
malicious clients to forge proofs. If the server is not trusted
to perform the setup alone, it can alternatively be realized
through a multi-party computation ceremony involving mul-
tiple independent participants [7]. After generating the proof,
the client sends it, together with the claimed authentication
result, to the server. Lastly, the server verifies the proof and,
if valid, passes the disclosed result to cross provider infras-
tructure called CoNym, that is introduced in the upcoming
Section IV-D.
Overall, strong privacy protection is ensured by the fact that

the server has no access to raw behavioral data. Moreover,
potential attacks are mitigated by the protocol used, as has
already been demonstrated in existing work [7]. In partic-
ular, the approach used is robust against malicious clients.
A compromised client cannot manipulate the authentication
outcome or extract behavioral information about other users
by exploiting the protocol. This is important in the case of a
mobile application for public transportation because attackers
may gain access to a legitimate user’s device or manipu-
late the client application in order to bypass authentication
mechanisms. Additionally, the use of HE does not lead to
a significant decrease in accuracy compared to alternative
methods that remove sensitive features or apply alternative
privacy-preserving techniques [7].
As training directly on encrypted data is currently not

computationally feasible [47], the ML models used in both
the preprocessing pipeline and encrypted analysis are trained
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on unencrypted data. This can be done, for example, using
public datasets, as our prior results indicate that the models
generalize well to unseen users [48]. In previous work, we
also evaluated the performance of the overall system: the
ML-based analysis of encrypted data on the server required
between 3.71 and 5.55 seconds, while generating the ZKP
on the client took between 1.09 and 1.66 seconds [7]. These
measurements were obtained using a server with 16 vCPUs
and a client with 4 vCPUs. Importantly, these processing
times do not interfere with usability, as authentication oper-
ates continuously in the background and decisions are made
at regular intervals without disrupting user interaction.

d: GNN-Driven Predictive Authentication
As HE operations are computationally expensive, using a
periodic check for the users legitimization becomes costly.
One possible way to mitigate this overhead is to replace
periodic checks with event-triggered authentication driven by
on-device path prediction. Concretely, we predict whether the
user is about to navigate into a critical screen (e.g., profile
management or payment) and only then prompts for authen-
tication. This concept was explored as a potential extension
of the framework.

For prediction we employ GRETEL [49] a graph neural
network (GNN) that extrapolates likely future navigation
paths from recent interaction context. To do this, we first
need to represent the Raumobil app as a graph. Let the app
navigation be a directed graph G = (V ,E), where each node
v ∈ V is a screen and each directed edge ei,j ∈ E indicates
that at least one transition from screen i to j was observed.
We designate a subset Vcrit ⊆ V as critical destinations and
include a special START node for session beginnings. We
derive these transitions from past sessions of anonymized
users who used the regiomove or OrtenauMobil app and
navigated through it.

A user session is a sequence π = (v1, . . . , vT ) with
timestamps (t1, . . . , tT ). For training, we take sliding prefixes
π≤t = (v1, . . . , vt) and assign a binary label indicating
whether a critical screen will be reached within horizon H :

yt = 1
{
∃ τ ∈ {1, . . . ,H} : vt+τ ∈ Vcrit

}
.

The GRETEL GNN fθ consumes G, node/edge features,
and the current path prefix π≤t to produce a probability that
a critical node will be reached within H .

We train exclusively on sessions from authenticated users,
since only these sessions can reach critical screens. This
removes impossible transitions for anonymous sessions and
reduces label noise. To improve discrimination, we augment
the graph with contextual features available at inference time
for example the active mobility provider, the cumulative num-
ber of prior app visits for the account, and a binary indicator of
past bookings, capturing provider-specific flows, familiarity
effects, and recurrence likelihood.

If the predictor does not trigger in advance, authentication
is enforced deterministically upon actual entry into a critical

screen. The model can only prompt earlier, never suppress
mandatory checks.

D. CROSS-PROVIDER AUTHENTICATION
INFRASTRUCTURE
To facilitate seamless integration of the behavioral authenti-
cation system with identity and service providers, we propose
a reverse proxy named CoNym. Positioned in front of existing
systems, CoNym acts as a single entry point for client appli-
cations and supports cross-provider authentication, thereby
enabling integration with multiple providers. Moreover, by
building on OAuth 2.0, CoNym minimizes the changes re-
quired from both clients and providers.
In standard OAuth 2.0, two authentication methods are

available. First, a client can request a fresh login, prompting
the user for credentials; upon success, the client receives an
access token and refresh token8. Second, the client may use a
refresh token to obtain a new access tokenwithout further user
interaction. In contrast, CoNym introduces a third method:
the device authenticates to CoNym, after which the behav-
ioral data analysis results for that device produced by the
process described in Section IV-C is consulted. If the behavior
matches previous patterns, the user is re-authenticated, and
new tokens are issued. Importantly, the two standard methods
are also extended to support device authentication during
login, enabling later use of behavioral authentication from
that device.
Furthermore, when acting as a reverse proxy, CoNym for-

wards non-behavioral and non-refresh-token requests to a
connected identity provider. If multiple providers are avail-
able, the client or user may select one. In this role, CoNym
behaves as a standard OAuth 2.0 client towards the connected
identity provider, and therefore requires no modifications to
the infrastructure of these providers.
However, a key challenge arises because tokens issued by

CoNym are not directly accepted by services. To address
this limitation, CoNym additionally proxies service requests.
Routes to existing service endpoints can be configured on
CoNym to establish a proxy endpoint for them. On a request
the proxy validates the CoNym-issued access tokens and
exchanges it for a provider-issued token via the OAuth 2.0
Token Exchange standard [39], before it forwards the request
with the exchanged token. While this requires the provider to
accept CoNym-issued tokens at its Token Exchange endpoint,
it allows services to operate unchanged.
Timing is critical in behavioral authentication. When

CoNym receives a request, the latest analysis reflects only re-
cently collected data, which may be insufficient immediately
after application startup. Since data collection begins only at
launch (to preserve battery life), early authentication attempts
may fail due to a lack of data. To mitigate this, the collection
window starts short—only a few seconds—and gradually
increases. Although early results have lower confidence, they
reduce the need for credential prompts.Moreover, because to-

8If OpenID Connect is enabled, an ID token is also issued.
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kens are short-lived, clients re-authenticate periodically, and
subsequent attempts benefit from longer collection periods
and thus higher confidence.

In addition, another timing-related challenge arises from
the periodic arrival of behavioral data. The most recent anal-
ysis result cannot always be reused, as it may be outdated,
user behavior may have changed, or the application may have
stopped transmitting data. To handle this, CoNym applies a
threshold-and-decay mechanism. Each analysis produces a
confidence score indicating the likelihood that the current
user matches the previously authenticated one. When authen-
tication is attempted, this score is reduced according to a
decay function that accounts for the age of the result. If the
decayed score remains above the threshold, authentication
succeeds; otherwise, it fails. Consequently, the threshold and
decay function must be carefully tuned to the data collection
intervals and analysis times to ensure an optimal balance
between security and usability.

E. FEDERATED LEARNING WITH DATA GOVERNANCE
As shown in Figure 1, several regional mobility providers
operating in the tri-national Upper-Rhine region face the same
continuous user authentication problem. Combining the data
of these providers can potentially increase the quality of the
Authentication AI. Direct pooling of raw data is infeasible
because participating organizations are bound by legal and
contractual constraints. To tackle this problem, we introduce
a Hybrid Federated Learning Platform that combines central
Data Governance (DG) and federated learning with decentral-
ized Data Preprocessing. Our platform allows the providers to
collaboratively train a shared authentication model without
disclosing raw records.

Participants
Join Group

Federated
Learning

Scaling Outlier
Elimination

Federated
Model

Decentral
PreprocessingData Governance

Model Agreement

Model and
Data Quality
Assessment

Encoding

Metadata
Management

FIGURE 5: Diagram representing the lifecycle of federated
learning with data governance and decentral preprocessing

In Figure 5, we show a schematic diagram of our platform.
In the first step, the organizations form a federation and then
work through the DG process. DG, which can be defined as
the definition and implementation of methods to appropri-
ately handle data and model assets, as well as the distribution
of responsibilities among the actors involved to ensure that
the methods are followed. The work of Peregrina et al. [8]
adaptedDG to FL to improve the coordination process needed
to perform the FL training process.

This DG process is divided into three phases: A negotiation
process, a contribution estimation during the FL training, and

metadata management for auditing and tracking experiment
results. First, the negotiation process aims to help the par-
ticipants establish goals, restrictions, and define the settings
of the FL training [9]. This is accomplished with the help
of a web dashboard, where participants can implement the
aforementioned artifacts without needing to write code.
After the negotiation phase, we perform decentralized pre-

processing of training and test data across providers. Pre-
processing transforms raw data into training ready features
to improve comparability, stability, and convergence. In a
federated setting, these must be unified across providers to
avoid collisions and drifts that degrade model quality.
Our preprocessing comprises three steps. First, categori-

cal features are encoded by mapping local string values to
numeric representations. Numerical features are scaled so
magnitudes are comparable during training without sharing
raw statistics. Outliers are detected and, where appropriate,
removed using robust statistics or isolation-based detectors
to suppress noise and increase model quality.
We deliberately keep preprocessing off the central server.

Centralizing this step would require the server to assemble
global vocabularies and feature statistics, however this would
leak direct sensitive data as for example the vocabularies con-
tain clear text feature values. Also as shown by Vero et al. [33]
giving a central entity knowledge of all of this information
enables the reconstruction of training data, thus leaking local
data that is stored in the database of each participant.
Instead, we adopt privacy-preserving encoders and scalers

following Piotrowski et al. [14]. For categorical features, we
support word embeddings via fastText9or PSI-based vocabu-
lary alignment, both avoid sharing clear text values in order
to create an federate wide identical encoding. For scaling, we
compute z-score parameters via secure multi-party computa-
tion. Providers secret-share mean and standard deviation, thus
only revealing the aggregate metrics to each provider.
After the preprocessing is completed, we run the training

process based on the agreed settings during the negotiation.
For this, we extend the FL training using the Flower frame-
work [50] with functionality to run multiple processes before
the training. Besides the preprocessing, we also run a script to
verify that the data adheres to the schema agreed upon during
the negotiation. Once everything is executed, we run multiple
rounds of hyperparameter optimization using Optuna10. By
using Optuna, we ensure the production of the best possible
ML model.
Finally, during the whole process, we collect metadata in

the form of provenance and experiment tracking. The former
allows tracing all the operations made by the participants. We
use the PROV11 ontology to keep a trace of all operations
made during the negotiation, as well as the results of the
different training runs. This information can then be used by
the participants for decisions during the next negotiation.

9https://fasttext.cc/
10https://optuna.org/
11https://www.w3.org/TR/prov-o/
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We apply this federated architecture to the GNN model
explained in Section IV-C. We federate across regiomove and
OrtenauMobil (cf. Section II) to increase behavioral diversity
and the sample used for the training. The applications have
similar navigation interfaces and users may traverse both re-
gions, yielding complementary trajectories. Using the secure
encoding preprocessing introduced earlier, each party maps
its app screens to unique numerical identifiers and feature
vectors locally, so no app-internalmetadata or raw logs are ex-
changed. This cross-operator federation provides more varied
interaction patterns and thus a stronger next-screen predictor
for event-triggered authentication.

In this setting, we consider federations with fewer than
20 participants to be the practically relevant. First, this is
a cross-silo scenario in which participants are organizations
with comparatively large local data pools rather than indi-
vidual small devices. Second, training is performed at the
organizational level and not on mobile end-user devices,
which naturally limits the number of eligible participants.
Third, identifying organizations within the same domain that
are both willing and technically able to collaborate in such
a federation is challenging. This is particularly true in the
public transportation sector, where only a limited number of
operators maintain apps with sufficiently rich and comparable
mobility provider coverage. Therefore, our focus is not on
scalability in terms of participant count, but on secure and
effective collaboration among a small set of organizations.

V. PRELIMINARY EVALUATION
Before conducting a field test of the proposed system with
a real-world public transportation application, we performed
a series of offline evaluations to verify the robustness of our
approach and adjust the model parameters. This preliminary
experiment, performed on a public benchmark dataset, served
as a controlled pre-test phase to ensure that the framework
was sufficiently stable and attack-resilient for an operational
rollout.

A. EVALUATION METRICS
Throughout the evaluation and the field tests, we employ two
common metrics to assess the performance of our behav-
ioral authentication system: the Equal Error Rate (EER) and
the Area Under the Receiver Operating Characteristic Curve
(AUC) [51]. The EER corresponds to the operating point at
which the false acceptance rate (FAR) and the false rejection
rate (FRR) are equal, providing an indicator of overall authen-
tication performance. Specifically, lower EER values indicate
better performance. TheAUC captures the overall discrimina-
tive power across all possible thresholds, with higher values
indicating better separability between legitimate and impostor
sessions.

B. EXPERIMENT SETUP
In this preliminary evaluation, we aimed to validate the
robustness and scalability of the aura.ai authentication
framework before its field deployment. The experiments

were designed to assess the capability of the behavioral
biometrics-based CA models to discriminate between gen-
uine users and impostors under realistic operating condi-
tions. The BehavePassDB dataset [10] was employed as a
public benchmark for mobile behavioral biometrics. It in-
cludes background sensor signals (accelerometer, gyroscope,
magnetometer, gravity) and touchscreen-based tasks such as
Keystroke, Readtext, Gallery, and Tap. Data was collected
from 81 participants across four sessions, each separated
by at least 24 hours, enabling the evaluation of intra-user
variability.
The experimental setup relied on a client–server architec-

ture implemented in Python using TensorFlow 2.10, Scikit-
learn 1.4, andNumPy 2.0 on aDebian 12 server (Intel Core i7-
10700 CPU, 32 GBRAM). Two complementary models were
evaluated. The first, B2CAR [12], is an LSTM-based CA
framework enhanced with regularization techniques (Ridge,
Lasso, ElasticNet, and Bayesian) to prevent overfitting and
improve generalization under both random and skilled impos-
tor scenarios. The second, AI-MBBCA [11], is an advanced
framework combining a GA for hyperparameter optimization
with an IF layer for secondary impostor detection. Both mod-
els were trained using a triplet-loss objective, optimizing the
embedding space such that genuine samples cluster together
while impostors are pushed apart by aGA-tunedmargin. Each
training session used 150 epochs, a batch size of 512, and the
Adam optimizer (β1 = 0.9, β2 = 0.999, ϵ = 10−8).
The evaluation protocol followed the BehavePassDB stan-

dard split: 51 users for training (random impostors only),
10 for validation, and 20 for evaluation (including both ran-
dom and skilled impostors). This setup served as a prepara-
tory validation phase before deploying system in a real-world
field test with live operator data.

C. EXPERIMENT RESULTS
The preliminary evaluation demonstrated the effectiveness
of the AI-driven optimization and regularization strategies
in enhancing model robustness for continuous authentication
(CA).
In the B2CAR model [12], the integration of regulariza-

tion significantly improved classification accuracy across all
tasks. In the Keystroke task, the ElasticNet configuration
achieved an AUC of 81.26% under random impostor condi-
tions and 57.01% under skilled attacks, surpassing the base-
line BehavePassDB approach by up to +15%AUC. Similarly,
for the Readtext task, ElasticNet and Lasso achieved 80.03%
and 74.84%AUC, respectively, confirming their ability to sta-
bilize learning and mitigate overfitting. These results validate
the importance of regularization in improving generalization
and reducing bias toward device-specific features.
The AI-MBBCA model [11], which integrates a hybrid

GA + IF design, achieved superior performance across all
modalities. For theKeystroke task, the model reached an AUC
of 93.50% for random impostors, 71.98% for skilled impos-
tors, and 82.74% for mixed scenarios, exceeding state-of-the-
art methods by +8–13% AUC. Similar improvements were
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observed for the Readtext, Gallery, and Tap tasks, where the
GA-optimized hyperparameters and IF-based anomaly scores
jointly enhanced discrimination accuracy and resilience to
mimicry attacks.

While the B2CAR model [12] demonstrated high stability
and computational efficiency, particularly under resource-
constrained conditions, the AI-MBBCA model [11] achieved
the best overall performance due to its dual optimization GA
and defense IF mechanisms. Together, these models validated
the feasibility of deploying adaptive CA solutions within the
aura.ai framework, ensuring strong robustness against both
random and skilled impostor behaviors.

Our experiments confirmed up to a 15% improvement in
AUC over baseline models, with the ElasticNet configuration
achieving 81.26% AUC for random impostors and Lasso
reaching 60% for skilled impostors. These results, summa-
rized in Table 1, demonstrate that lightweight model-level en-
hancements can provide meaningful defense against evasion
attempts, making continuous authentication more reliable in
adversarial environments.

TABLE 1: AUCPerformance for Accelerometer Sensor in the
Keystroke Task

Approach Random impostor Skilled impostor
B2CAR (Ridge) 80.99% 56.55%
B2CAR (Lasso) 80.60% 60.00%
B2CAR (ElasticNet) 81.26% 57.01%
B2CAR (Bayesian) 80.90% 55.53%
BehavePassDB [10] 66.23% 56.22%

Figure 6 compares the AUC performance of AI-MBBCA
against two reference methods [10], [13] on the Keystroke
task using fused background sensor data. The results clearly
demonstrate the effectiveness of the proposed method,
achieving 93.50% AUC for random impostors, 71.98% for
skilled impostors, and 82.74% for mixed cases, thus out-
performing prior systems across all attack scenarios. These
gains confirm that combining GA-driven optimization with
IF-based anomaly detection substantially enhances the dis-
criminative power of behavioral models, ensuring accurate
and attack-resilient authentication in real-world deployments.

FIGURE 6: AUC performance for the best fusion of different
background sensors in the Keystroke task.

VI. AUTHENTICATION FIELD TEST
To validate the entire authentication framework described
in Section IV-C, we conducted a field test using the public
transport mobile application regiomove that was described in
Section II. To quantify the authentication accuracy, we rely
on the metrics introduced in Section V-A.

A. APPLICATION SETUP
For our field test, we built a clone of the Android version of
the regiomove application (see Section II). The clone used
a separate user base and, although functionally equivalent,
had no access to the original system or to users outside the
field test. We integrated our behavioral authentication system
outlined in Section IV. This was achieved by establishing an
Android service that is responsible for data collection, the
preprocessing pipeline and the communication with the CA
Server. Additionally, we set up a monitoring of the CA Server
to get notified in the case of a system outage or software
errors. Further, the regiomove application was adjusted to
establish the necessary communication with the CA service.
Furthermore, the regiomove application was modified so

that it uses CoNym as both the identity and service provider,
instead of connecting directly to the services offered (cf. Fig-
ure 2). CoNym delegates regular authentication and service
requests to INIT, while handling behavioral authentication
requests itself. The regiomove application was adapted to
use behavioral authentication requests instead of refresh to-
ken–based ones for its authentication procedure, falling back
to regular credential-based authentication only if behavioral
authentication fails. Although the authentication infrastruc-
ture supports multiple identity and service providers, only
INIT is used for the field test. In this way, we were able
to set up the full behavioral authentication process of our
framework (cf. Figure 2) in the context of the regiomove
application.

B. ML MODEL TRAINING
We require ML models at two places in the framework: (1)
for preprocessing behavioral data on the client device and (2)
for analyzing embeddings to derive a score for authentication.
As described in Section IV-C, we rely on public datasets to
train the models before conducting the actual field test. Here,
we used the BehavePassDB dataset [10] and the BrainRun
dataset [52]. To train the models, we use the procedures
introduced in Section IV-B.

C. AUTHENTICATION SETTING
In terms of the setting, we employed an initial user authen-
tication based on the mechanism that was already part of
regiomove, which involves sending a text message via SMS
containing a one-time code to the user’s device for verifica-
tion. If the code is entered correctly, a token is issued to the
client, which is valid for one minute. Within this phase, we
collect baseline data that captures the behavior of the user
and is required for the behavioral analysis (cf. Section IV-C).
Subsequently, we switch to behavioral authentication using
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the proposed framework. In case an authentication fails (non-
legitimate behavior recognized), we fall back to the original
authentication factor and send a SMS to the user device.
This avoids the user being unable to log in due to potentially
incorrect results from the behavioral authentication. Note that
the fallback mechanism would be not suitable in a production
system, as SMS verification allows an attacker with a stolen
device to receive the message. We nonetheless adopted this
approach in our prototype to keep the modifications to the
original application minimal and to avoid negatively affecting
user acceptance due to other aspects.

D. STUDY DESIGN
The field test was carried out over the duration of one month
and involved 16 participants. Thirteen of them were equipped
with Samsung Galaxy A16 Android devices. The remaining
three participants used their own personal Android phones, al-
though the exact device models were not tracked. The homo-
geneity of the devices helps minimize the impact of device-
specific characteristics, ensuring that the authentication fo-
cuses on behavioral patterns rather than artifacts introduced
by different hardware. During the field test period, partici-
pants regularly interacted with the application in an uncon-
trolled setting, completed weekly challenges, and attended
a two-hour special event. Weekly challenges required each
participant to complete predefined tasks in the application,
such as searching for an optimal connection from one place to
another or simulating behavior variations. During the special
event, participants collaborated in groups and tried to access
each other’s phones by imitating the behavior of legitimate
users. This setting is similar to the skilled attacker scenario
conducted in the BehavePassDB dataset [10]. In order to
be able to evaluate the accuracy of our approach in these
attack scenarios, we have explicitly labeled the sessions that
were part of the event. Further, during the field test, behav-
ioral sensor data was collected and stored in unencrypted
form. This was necessary because several evaluation metrics,
such as AUC, as well as analyses of threshold sensitivity,
require continuous authentication scores rather than only bi-
nary authentication decisions. Moreover, the recorded raw
data allowed us to replay sessions and emulate the privacy-
preserving authentication offline under different parameter
configurations. Since prior work has shown that the HE-based
analysis used in our framework has a negligible impact on
authentication accuracy, this methodology does not impact
the results observed during evaluation [7]. To complement
these activities, interviews were conducted during the field
test.

E. ETHICAL AND PRIVACY CONSIDERATIONS
Because the study includes behavioral data, suitable data
protection mechanisms are required to comply with the Gen-
eral Data Protection Regulation (GDPR). In particular, as
described in the previous section, raw behavioral sensor
data was collected during the field test to enable detailed
evaluation and the emulation of the privacy-preserving au-

thentication framework. An important point for continuous
authentication is that the collected data is not used to identify
individuals. Instead, the data is only used to observe variations
in device usage patterns to verify the legitimate user and does
not allow conclusions regarding personal identity. To ensure
the privacy of participants, we used pseudonyms to associate
data with a specific user. Furthermore, informed consent was
obtained from each participant, specifying the scope, nature,
and purpose of the data collection. In addition, a Data Protec-
tion Impact Assessment (DPIA) was conducted to evaluate
possible risks and define countermeasures to mitigate them.

F. FIELD TEST RESULTS
After establishing the robustness and limitations of our mod-
els through preliminary controlled evaluations, we now turn
to insights gained from real-world deployment. In the follow-
ing, we first summarize the behavioral data collected during
the field test and then report both offline analyses, where
authentication performance is evaluated retrospectively on
the acquired dataset, and online results observed during live
operation, where authentication decisions were made in real
time using fixed system parameters.

a: Collected Data
We recorded behavioral data of 16 different devices, where
each device is mapped exactly to one participant of the field
test. In the first step, we removed sessions with corrupt data or
unusually short durations (less than 20 seconds). As a result,
39 sessions were discarded and the number of usage sessions
for each device varied between 5 and 20, with an average of
8 sessions per user. In total, 129 unique usage sessions were
recorded, each lasting an average of 5.29minutes. The special
event comprised 60 sessions, 70% of which (42 sessions)
simulated attack scenarios.
For each session, we collected data from multiple sensors,

specifically the accelerometer, linear accelerometer, gravity
sensor, gyroscope and magnetometer. For each sensor, the
sampling rate was set to 100 Hz. However, depending on the
specific device, some sessions lack data from certain sensors
due to hardware differences or temporary sensor unavailabil-
ity. Moreover, all sensor streams were timestamped and later
synchronized to enable consistent feature extraction across
data sources.
Overall, the collected dataset amounts to approximately 5.8

GB of raw sensor data, underlining the scale and diversity of
the behavioral information gathered during the field test.

b: Offline Authentication Accuracy
In a first step, we evaluate the ability of our behavioral
authentication approach to distinguish between legitimate and
illegitimate users based on the data collected during the field
test. This analysis is conducted offline and does not reflect
the concrete authentication outcomes observed during the
actual operation of the system. Instead, it serves to assess how
well the proposed models and methods can separate sessions
originating from the same user from those of different users
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when applied to the collected dataset. To this end, we compare
the similarity scores produced by the ML-based analysis for
intra-user session pairs and inter-user session pairs.

In addition, we examine the impact of the decision thresh-
old used to convert similarity scores into binary authen-
tication outcomes. This analysis provides insight into the
sensitivity of the authentication process with respect to key
parameters such as the decision threshold and the weighting
of individual sensor modalities, which may vary depending
on the deployment environment and the characteristics of the
devices used. While the field test itself was conducted with
a single fixed, predefined threshold, we also determine the
optimal threshold retrospectively to estimate the best possible
performance that could have been achieved under ideal pa-
rameter selection. We begin by analyzing the authentication
performance for each individual data source to evaluate their
respective contribution to the overall process. Afterwards, we
assess the overall accuracy that can be achieved with the
optimal threshold.

Per-sensor performance: We first analyzed each data
source individually to understand its isolated contribution to
authentication. Table 2 summarizes the EER and AUC values
for the five sensors. The accelerometer and magnetometer

TABLE 2: Offline EER and AUC per data source

Data source EER [%] AUC [%]
Accelerometer 19.03 87.83

Lin. Accelerometer 24.89 83.67
Gravity Sensor 35.24 71.52
Gyroscope 46.18 56.74

Magnetometer 19.19 87.60

data achieve the best discriminative performance, with EERs
of 19.03% and 19.19% and AUC values of 87.83% and
87.60%, respectively. In contrast, the linear accelerometer
and the gravity sensor perform slightly worse, with EERs
between 24.89% and 35.24%. It also turns out that, in our
setting, the gyroscope does not reflect any user behavior char-
acteristics that are valuable for authentication, with an EER
and AUC of close to 50%. Overall, these results indicate that
accelerometer and magnetometer are particularly informative
for user differentation in the public transport application used.

Since the EER and AUC only indicate the quality of the
authentication performance independently of the threshold,
we visualized the false acceptance rate (FAR) and false re-
jection rate (FRR) for all data sources in Figure 7. It shows
the FAR and FRR values (y-axis) depending on the selected
threshold (x-axis) to estimate how many legitimate users are
rejected and how many illegitimate users are accepted for
a certain threshold. Note that the intersection of the FAR
and FRR here represents the EER. The figure indicates how
important it is to set the threshold properly, because if it is
set too high, for example, legitimate users will be correctly
recognized, but a lot of attackers can bypass the authenti-
cation. This is a scenario needs to be avoided in real-world
systems. It can be seen that the threshold for achieving the
EER varies greatly between the different data sources. For
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FIGURE 7: Comparison of the authentication performance
reached by different data sources on the behavioral data col-
lected in the field test

example, the accelerometer data reaches a low FRR already
at a significantly lower threshold than the magnetometer,
despite achieving similar performance overall. These results
again highlight the importance of the choice of the threshold.
Further, this task gets even more complex, when considering
the combination of different data sources.

In the final step, we assessed the accuracy of detecting the
simulated attack scenarios across the various data sources.
Here, we analyzed the accuracy for different thresholds: (1)
ACC@EER, representing accuracy at the equal error rate; (2)
ACC@FPR10, and (3) ACC@FPR30, corresponding to fixed
false positive rates of 10%, and 30%, respectively. The results
are shown in Table 3.

The results show that both the accelerometer and magne-
tometer achieve the highest accuracy across all thresholds,
confirming their strong discriminative power for behavioral
authentication. As expected, accuracy increases with more
permissive false positive rates (FPR), with ACC@FPR30
reaching over 90% for these two sensors. In contrast, the gy-
roscope and gravity sensor exhibit limited discriminative ca-
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TABLE 3: Accuracy for detecting imitation attacks at differ-
ent thresholds per data source

Data source ACC@EER ACC@FPR10 ACC@FPR30
Accelerometer 81.09 54.84% 92.48%

Lin. Accelerometer 75.50% 33.04% 87.22%
Gravity Sensor 65.71% 30.64% 60.68%
Gyroscope 53.91% 11.24% 35.30%

Magnetometer 79.96% 50.98% 92.42%

pability, indicating that motion and orientation data alone are
insufficient for reliable authentication in this context. More-
over, the results demonstrate that the proposed behavioral
authentication approach can accurately detect even strong at-
tackers who attempt to imitate legitimate users, emphasizing
its robustness against real-world threats.

Overall performance:We then combined all data sources
to compute a single authentication score per session. In
doing so, we assumed the optimal threshold (othr) and
also an optimal weighting (w1, . . . ,w5) of the various data
sources (not a simple average across all data sources).
More specifically, the authentication score was calculated
as as = w1 ∗ sacc + w2 ∗ saccl + w3 ∗ sgrav + w4 ∗
sgyro + w5 ∗ smagn, where sacc, saccl , sgrav, sgyro, smagn de-
note the scores for the accelerometer, linear accelerometer,
gravity sensor, gyroscope and magnetometer, respectively.
The optimal weights determined were: (w1,w2, . . . ,w5) =
(+2.885114,+2.633770,+0.0,+0.0,+3.071426). Conse-
quently, both the gyroscope and the gravity sensor did not
contribute to the final authentication score, indicating that
their inclusion did not improve overall performance during
optimization.

After determining the optimal weights for combining the
individual data sources, we evaluated the overall performance
of the fused authentication model. The resulting weighted
combination achieved an AUC of 91.81% and an EER
of 15.03% at the optimal threshold of approximately 0.63,
clearly outperforming any individual sensor. At this thresh-
old, the system reached an overall accuracy of 84.97%,
confirming that the fusion of multiple complementary signals
leads to a more robust authentication decision. The attack
detection performance further supports this conclusion, with
a true positive rate (TPR) of 0.7225 at a 10% false pos-
itive rate (FPR), 0.9142 at a 20% FPR, and 0.9729 at a
30% FPR. These results demonstrate that the fusion can
substantially improve discriminative power and resilience
against impersonation attempts. In summary, the combination
of accelerometer and magnetometer signals provides strong
authentication performance in our setting and confirms the
viability of multimodal sensor fusion in real-world mobile
applications for public transport.

c: Online Authentication Accuracy
During the execution of the field test, we had to define a
fixed threshold that is used to determine whether a legitimate
user is present. Based on previous results obtained on public
datasets, we decided to set it to thr = 0.8. As described in

Section IV, the CA Server sends the average authentication
score calculated across the different data sources to Conym.
Subsequently, Conym adds a certain decay, based on the
time interval between receiving the score and the current
authentication process (cf. Section IV-D).
In practice, however, the authentication performance ob-

served during the field test deviated notably from the offline
results. Specifically, the TNR, i.e., the proportion of legiti-
mate users correctly recognized, reached 82.19%, while the
TPR, i.e., the proportion of attackers correctly rejected, was
considerably lower at 19.08%. These deviations from the op-
timal results observed during offline evaluation demonstrate
the system’s sensitivity to parameter choices, including deci-
sion thresholds, decay functions, and the weighting of sen-
sor modalities. In practical deployments, careful calibration
of these parameters is necessary to account for differences
in user behavior, device characteristics, and environmental
conditions. Overall, the online accuracy amounted to 78.96%,
which was clearly below the estimated optimal accuracy.
The limited attacker detection capability became particularly
evident during the special event conducted at the end of the
field test, in which users intentionally attempted to imitate
others’ behavior. Several participants were able to bypass
authentication in this scenario, which was also noticed by
legitimate users and negatively affected their perception of
security, as later reflected in the post-study survey.
The analysis of these results revealed two primary causes

for the reduced online accuracy. First, all data sources were
weighted equally in the live system, although the offline anal-
ysis showed that the gravity sensor and gyroscope provided
little to no discriminative information and even degraded
performance when included. Second, the fixed threshold of
0.8 was set too high for the most informative data sources (ac-
celerometer, linear accelerometer, and magnetometer), which
resulted in low FRRs for legitimate users but high FARs for
attackers. Consequently, while legitimate users were authen-
ticated smoothly, attackers could occasionally be accepted
as well, explaining the imbalance between TPR and TNR
observed in the field. These findings are fully consistent with
the offline evaluation results, which already indicated that
optimal performance could only be achieved with adjusted
thresholds and selective weighting of the most discriminative
sensors. Moreover, the decay mechanisms increases scores as
the time since the last update grows; it introduces additional
temporal variance in the effective comparison values, which
complicates parameterization and makes selecting a single
appropriate threshold even more challenging under real-time
conditions. The key insights derived from these observations
are further discussed in the last paragraph of this section,
which summarizes practical recommendations to help future
studies avoid similar challenges in real-world behavioral au-
thentication deployments.

d: Authentication Efficiency
We also evaluated the efficiency of our framework bymeasur-
ing the execution times of the different parts of the authentica-
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tion process on both a client device and a virtual CA server.
The CA Server was deployed on a virtual machine with 16
vCPUs and 32 GB of random access memory. The execution
times of the client tasks were recorded on a Samsung Galaxy
A16 device.

For this evaluation, we excluded the network communica-
tion times and the components related to Conym. A detailed
analysis of the network traffic is provided in the original
paper that introduced the authentication protocol [7], while
Conym is based on an efficient OAuth 2.0 implementation12

and does not contribute noticeably to the total latency. That
work also discusses the influence of parameters such as the
number of data sources and configuration choices on the
overall authentication latency. The results in Table 4 show that

TABLE 4: Measured execution times in seconds for the dif-
ferent parts of the authentication process of our framework

Entity Task min µ max σ
Client Preprocessing 0.02 0.02 0.1 <0.01
Client Encryption 0.03 0.04 0.08 <0.01
Client ZK Proof 1.22 1.46 1.74 1.11
Server HE ML Analysis 4.01 4.57 5.37 0.24
Server ZK Verify <0.01 <0.01 0.01 < 0.01

Overall 5.33 6.1 7.17 1.14

the most time-consuming components of the authentication
process are the generation of the ZK proof on the client side
and theHE-basedmachine learning analysis on the CA server.
In particular, the client-side ZK proof computation takes on
average about 1.46 seconds, while the HE ML analysis on
the server requires approximately 4.57 seconds. The other
tasks, such as preprocessing, encryption, and ZK verification,
contribute only marginally to the overall execution time.

It is important to note that these operations are performed
in the background to ensure a smooth token renewal (see
Section IV). Hence, their latency does not directly affect
the user experience, since the authentication update can be
triggered early enough to ensure uninterrupted access.

Furthermore, the overall latency could be significantly re-
duced by using more powerful server hardware. In particular,
the HE ML analysis is highly parallelizable, and its runtime
can decrease substantially with increased computational re-
sources [7].

Overall, the results indicate that the authentication process
is computationally feasible on standard hardware, confirming
the suitability of our approach for privacy-preserving authen-
tication with behavioral biometrics.

e: Authentication Infrastructure
In total, 760 authentication requests were processed using be-
havioral authentication. Because access tokens had a lifetime
of 60 seconds, many of these requests were re-authentications
triggered by user actions after the access token expired rather
than initial logins. Of the 760 requests, 441 failed and 319
succeeded. Among the failures 284 occurred because no be-
havioral data was yet available for the requesting device. This

12https://docs.jans.io/

is expected during initial app startup, when data collection
is still incomplete (see Section IV-D), the issue is generally
resolved once sufficient data accumulate.
Excluding these data-availability cases, 319 authentica-

tions exceeded the decision threshold, while 157 fell below
it. This distribution suggests that the threshold and decay
parameters require further calibration to improve the true
acceptance rate.
Additionally, 123 authentications were delegated to the

backing identity provider, of which 120 succeeded. This
demonstrates that the fallback mechanism operated reliably
when needed for initial logins or when the behavioral authen-
tication was not yet feasible.
The exchange of access tokens and forwarding of requests

to the backend services functioned reliably. Of the 3995 re-
quests processed, only 91 failed. All failures were warranted
and caused by client requests that tried to make a request with
a invalid access token after a previous behavioral authentica-
tion failed or the token was expired. Further investigation is
required to determine the underlying cause of these invalid
access attempts.

f: Survey
To collect feedback from the participants, eight semi-
structured interviews were conducted. Interviews showed that
participants perceived the continuous authentication positive
and innovative. Recommendations for improvements are un-
reliability of the system and missing transparency of decision
making processes. 75 % of the participants reported that the
system not always recognized an attacker, which led to a
reduction in the perceived level of protection. As a result, one
user reported a shift in the behavior by adapting interactions
with the smartphone, e.g., the smartphone was kept steady
to minimize motion sensor input. We consider the reported
technical challenges as a results of the prototype application
used in the field test and anticipate that they can be resolved
in real-world applications. However, interviews suggest that
continuous authentication is generally well received and can
enhance users’ sense of security when unauthorized individu-
als are detected. At the same time, users are sensitive to errors,
both for false positives, i.e., when unauthorized users are not
recognized and false negatives, i.e., when they themselves are
logged out.

G. LESSONS LEARNED
Within the process of running our field test we noticed several
key points that either were crucial to ensure that no critical
failures occurred or had a major impact on the outcome of
the study. In the following wewill list and describe these take-
aways to guide future experiments in the field of behavioral
authentication:

• Pre-field test: In order to rule out potential sources of
error, it makes sense to roll out the system internally to
a small group of users before the planned field test (pre-
field test). This allows errors in various components to
be eliminated at an early stage, ensuring that the field
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test runs as planned. In particular, the legal basis (data
protection) should be explored and prepared in advance,
as this can take some time, and the necessary effort
should not be underestimated.

• Fixed thresholds: It naturally can happen that even if
the ML models used generalize well to unseen users,
the thresholds for making an accurate authentication
decision can vary significantly. This can lead to either
a lot of rejections of legitimate users or the acceptance
of illegitimate users (cf. Section VI-F). For this reason,
we propose to use techniques to dynamically adjust
the thresholds [53], [54], conduct a pre-field test as
mentioned before, or monitor the outcomes of the au-
thentication procedure continuously to be able to adjust
the thresholds if necessary. More generally, our results
indicate that the robustness of behavioral authentication
systems depends strongly on the calibration of several
system parameters, including decision thresholds, score
decay mechanisms, and the weighting of sensor modal-
ities, which need to be adapted to the characteristics of
the deployment environment.

• Fallback authentication methods: behavioral authen-
tication will offer a viable alternative to traditional au-
thentication methods in the future. Nevertheless, de-
pending on the setting, incorrect authentication deci-
sions may still occur. For this reason, an alternative login
method should be offered, especially in cases where a
legitimate user is rejected. Otherwise, this can lead to
frustration among users, which weakens the acceptance
of behavioral authentication methods.

• System monitoring: Monitoring the various compo-
nents used in field testing is essential in order to be able
to intervene quickly in the event of unexpected errors.
In our field test, we had a case where an older package
version on the CA server caused errors with some clients
and ultimately lead to a crash of the CA server. With the
help of monitoring, we were able to fix the error within
15 minutes and minimize the impact on the outcome of
the field test.

• Data privacy:Data protection is a very important issue,
which was actively questioned by users and had a posi-
tive influence on the acceptance of the system (see sur-
veys in Section VI-F). This highlights the importance of
privacy-protecting authentication systems that support
behavioral authentication.

• Cross-device testing: In preparation for our field test,
we conducted cross-device testing and noticed notable
differences between devices, for example in sensor char-
acteristics, sampling frequencies, and hardware preci-
sion. While these variations did not had a major impact
on authentication accuracy, they represent important fac-
tors that need to be considered during data preprocessing
and model development. Since our field test was carried
out primarily on a homogeneous set of devices, we
recommend that experiments explicitly include a diverse
range of devices to ensure robustness and to identify

potential device-specific effects early on.
• Transparency and user trust: During the field test,
several participants expressed uncertainty about how
and when authentication decisions were made. While
continuous authentication operates in the background
to minimize user disruption, a lack of transparency can
reduce user trust when unexpected logouts occur. Fu-
ture systems should therefore provide clearer feedback
mechanisms, for example by notifying users when be-
havioral verification fails or when additional authenti-
cation is triggered. Such explanations can help users
better understand system behavior and improve trust in
continuous authentication mechanisms.

VII. FEDERATED MACHINE LEARNING FIELD TEST
To evaluate how we improve the applicability of FL to real
scenarios, we run an evaluation of the Federated Machine
Learning Data Governance (FML-DG) platform.We do so by
performing a second field study at the University of Cádiz,
where we collaborate with European partners to evaluate
the following: the usability of the governance platform, how
helpful it is to set up a common dataset, and how quickly FL
partners can run a first training process. Therefore, we design
the following experiment for the second field test. We request
a group of students to make groups of three, and provide
each student in the group with a partition of a dataset. This
dataset, which is an actual partition of a dataset, has then
been modified artificially, by both adding some columns and
sorting the columns in random order. The students were then
requested to communicate with each other via text messages,
and then use either the platform or a notebook and Flower
code that only needed some configuration steps to run. Each
groupwould then need to agree on a common dataset structure
and minimum statistics to preprocess the dataset. Then, they
would need to run the training. Two sessions were run, each
with 5 groups, two using the notebook and Flower code, and
three using the platform. Before the experiments, the student
filled out a questionnaire, where only half had some experi-
ence with Python, and only 2 out of 30 had some experience
with ML. None of them had worked with FL before, and only
one knew about the term. In total, half of the groups managed
to finish the experiment by running the training, distributed
in half the groups for the platform, and half the groups for
the Flower. During the experiment, we measured how much
time it took for the groups to put together a common dataset,
and we set NA for those who did not manage to do so. They
can be seen in Table 5. It should also be emphasized that the
Flower group received an already working code for running
the training. In normal conditions, they should also have to
develop the code, while the platform already provides all
functionality.
After the experiment, we ran two new questionnaires: one

for the platform users, and another one for the Flower ones.
Overall, we got mixed opinions on the usability of the plat-
form, as not many students had prior experience with ML.
Still, the majority of them found the platform usable, and
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Platform Ours Flower
Group 1 2 3 4 5 6 1 2 3 4
Time (in minutes) 124 96 - - - 92 - 122 - 89

TABLE 5: Table with the times that each group took to put
together the dataset. Empty means they did not achieve to do
so in the time of the experiment.

considered that the main problem using it was the complexity
of the problem present already in ML. The opinions that we
got from the Flower point in this direction as well. In the
future, we will work on extending the experiments to consider
quality improvements, as well as hyperparameter search.

VIII. CONCLUSION
In this paper, we presented a privacy-aware behavioral au-
thentication framework developed in the context of the
aura.ai research project 13. The framework integrates privacy-
preserving authentication, federated learning, robustness op-
timization, and interoperable infrastructure into a unified ar-
chitecture for public transport applications. Behavioral data
collected on user devices is preprocessed locally and en-
crypted using homomorphic encryption before transmission,
ensuring that sensitive information remains confidential dur-
ing analysis. The encrypted data is then processed bymachine
learning models on the server side to verify behavioral con-
sistency with legitimate users. To maintain robustness against
random and skilled impersonation, the framework employs
optimized neural architectures combined with regulariza-
tion and anomaly detection techniques. In parallel, federated
learning with coordinated data governance enables multiple
mobility providers to collaboratively train shared models
without exchanging raw data. Finally, an authentication proxy
infrastructure extends established OAuth 2.0 and OpenID
Connect protocols, enabling cross-provider interoperability
and seamless integration into existing mobility ecosystems.
Together, these components form a deployable end-to-end
architecture that demonstrates how privacy-preserving behav-
ioral authentication can be integrated with existing authenti-
cation infrastructures while supporting collaborative model
training across multiple providers.

To evaluate the practical feasibility of the proposed frame-
work, we conducted a comprehensive evaluation consisting
of a preliminary analysis, a real-world field test using the
regiomove public transport application14 and a second field
study assessing the feasibility of the federated learning setup.
The results demonstrate that our ML-based analysis achieves
strong discriminative performance, while maintaining rea-
sonable computational overhead. The fusion of accelerome-
ter and magnetometer data yielded an AUC of 91.81% and
an EER of 15.03%, confirming the benefits of multimodal
behavioral analysis. Furthermore, our robustness strategies,
including regularization and anomaly detection, improved
resistance against both random and skilled impersonation

13https://www.h-ka.de/en/iaf/aura-ai
14https://www.kvv.de/mobilitaet/regiomove.html

attacks. The authentication infrastructure achieved reliable
operation with acceptable latencies, demonstrating the fea-
sibility of privacy-preserving behavioral authentication on
commodity hardware. The federated learning field test further
illustrated the practical feasibility of the proposed data gover-
nance approach, demonstrating that participants with limited
prior experience in federated learning were able to coordinate
dataset preparation and initiate a distributed training process
within a short time frame. User feedback confirmed that
continuous authentication is generallywell received, although
threshold calibration and transparency of decisions remain
areas for refinement. These observations provide insights into
the deployment of behavioral authentication in real-world
mobility applications and highlight the importance of system-
level integration across authentication infrastructure, behav-
ioral analysis, and collaborative model training.
Future research could explore adaptive thresholding mech-

anisms and online learning approaches to dynamically adjust
model parameters and thresholds based on evolving behav-
ioral and contextual patterns. In addition, improving trans-
parency of authentication decisions and providing clearer
explanations of system behavior may help strengthen user
trust in continuous behavioral authentication systems. Addi-
tional studies could investigate scalability in larger federated
learning networks and broader mobility ecosystems involv-
ing multiple service providers. Advances in homomorphic
encryption and lightweight neural network architectures may
also reduce computational overhead and latency, paving the
way for broader deployment of privacy-preserving behavioral
authentication in mobility, internet of things, and other dis-
tributed application domains.
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of the machine learning model architectures and their con-
tributions to the review and refinement of the overall system
concept.
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