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Abstract. FRAST is a TFHE-friendly stream cipher that was published at FSE 2025.
The cipher is defined over Z1¢, and makes extensive use of negacyclic S-boxes over Zig
as they are less costly in TFHE. Like many FHE-friendly ciphers, FRAST randomizes
some of its components to increase its security against statistical attacks. In the case
of FRAST, some S-boxes are randomized using an XOF that takes a nonce as input.
In this work, we point out a strong structural property of the full FRAST permutation,
which leads to a much simpler alternative representation of the primitive. We study
the consequences of this representation and find a weak key space of non-negligible
size (i.e., much larger than 2128) on which every ciphertext leaks one bit of plaintext.
This corresponds to a distinguishing attack on the full FRAST in the weak-key setting.
In particular, we emphasize that, apart from the structural property, the usage of
negacyclic S-boxes further leads to a much larger weak-key space for our attack.
Finally, we provide a general framework to mount a linear attack on FRAST in
the average key setting. We briefly describe our approach in the end of the paper,
and observe that standard assumptions expected to work in the context of linear
cryptanalysis do not hold in the case of FRAST: our experiments indicate that a
linear attack in the average key setting does not work as expected.
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1 Introduction

Fully homomorphic encryption (FHE) allows to perform computations (addition and
multiplication) over encrypted messages, which makes it quite appealing in privacy-
preserving applications. Although the poor performance of FHE schemes is still the
bottleneck towards wide deployments in real-world applications, it has been substantially
improved since the first proposal by Gentry [Gen09]. Specifically, computations over
encrypted messages with existing FHE schemes (e.g., BFV [FV12,Bral2], BGV [BGV14],
CKKS [CKKS17], FHEW [DM15], and TFHE [CGGI20]) are still time-consuming, and
the ciphertext expansion is also a problem since these FHE schemes are lattice-based.

To address the issue of ciphertext expansion, the so-called hybrid homomorphic encryp-
tion (HHE) or transciphering framework was proposed [NLV11]. In HHE, the client side
performs relatively easy computations while the server performs intensive computations.
The communication cost (i.e., the ciphertext expansion) between the client and server
is reduced by using a symmetric-key primitive rather than a lattice-based encryption
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algorithm to encrypt plain messages. Specifically, on the client side, a symmetric-key
primitive is used to encrypt the plain messages, and a FHE scheme is used to encrypt
the secret key once. Then, the corresponding ciphertexts as well as the encrypted secret
key are sent to the server. After receiving these, the server first performs homomorphic
decryption of the ciphertexts with the encrypted secret key. Then, it performs the required
homomorphic evaluation functions over the homomorphically decrypted results. Hence,
as the length of plain messages increases, there is almost no ciphertext expansion since
the length of the plain messages and the encrypted data sent to the server are almost the
same.

Although the issue of ciphertext expansion can be addressed with HHE, performing
homomorphic decryption of the received ciphertexts is necessary before starting the homo-
morphic evaluations. Hence, the homomorphic decryption has to be as efficient as possible
in order to improve the overall performance. This leads to the emergence of the so-called
FHE-friendly symmetric-key encryption algorithms, and many have been proposed in recent
years. Examples include block ciphers such as LowMC [ARS™15], Chaghri [AMT22], and
stream ciphers such as Kreyvium [CCF*18], FLIP [MJSC16], Rasta [DEG 18] and its vari-
ants Fasta [CIR22], Dasta [HL20], Pasta [DGH" 23] and Pasta,s [GLR*24], HERA [CHK*21],
Rubato [HKL*22], Elisabeth-4 [CHMS22], FRAST [CCH™24] and Transistor [BBB™25].

Many such designs use randomized components, i.e., either randomized affine layers, or
randomized key schedules, or randomized S-boxes. Although these FHE-friendly ciphers
do significantly outperform conventional symmetric-key primitives (e.g., AES) in FHE
protocols, some do not stand the test of time or have potential weaknesses violating the
security claims. A key line of cryptanalysis in this domain is the line of algebraic attacks,
which exploits the low algebraic complexity of the cipher. Notable examples include
attacks on Rasta and Dasta [LSMI21, LSW*22], LowMC [LSMI22], Elisabeth-4 [GBJR23]
and Chaghri [LAW™23], all of which leverage the low algebraic degree of these primitives
or the sparsity of their polynomial representation. Further algebraic attacks have been
mounted on Rubato [GAH'23] and HERA [LKSM24]. Additionally, structural weaknesses
have been found in the filter function of the stream cipher FLIP [DLR16],

In this work, we continue the line of research to study the security of FHE-friendly
ciphers. In particular, we focus on the TFHE-friendly stream cipher FRAST recently
proposed at ToSC 2024 [CCH*24]. This is the first FHE-friendly symmetric-key primitive
to use randomized S-boxes in the literature. Apart from this feature, it also has a quite
large number of rounds (i.e., 40 rounds) compared with other such primitives, and it is
defined over the integer ring Zig rather than a finite field. It shares this property only
with Elisabeth-4, which is the first FHE-friendly stream cipher defined over Z,s. However,
the latter was soon broken in [GBJR23| by exploiting the fact that the least significant
bits of z,y, z are linear over Fy for the modular addition z = x + y (mod 2%) where i is a
positive integer.

1.1 Notations

In this paper, B and H represent addition and subtraction modulo 16, respectively.
We sometimes also use +, and when necessary, the modulo will be explicitly stated.
Additionally, we use a%b to denote a (mod b). Throughout this paper, vectors and
matrices are written in bold. For any vector v € Z;, the i-th entry of v is denoted by v;,
ie, v=(v1,...,v,). We also denote (e, ...,e*?) the canonical basis of Z§, where e} =1
if © = j, and 0 otherwise.

1.2 Description of FRAST

Before proceeding, we briefly review the inner workings of FRAST, as introduced in [CCHT24].
FRAST is a stream cipher constructed using a custom block cipher operating in a variant
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of the counter mode. The cipher takes as input a 256-bit master key k € Z$3 and is
initialized with a 64-bit nonce NC € {0,1}%* and a 64-bit counter cTR € {0,1}5*. The
counter is incremented with each invocation of the cipher, while the nonce remains fixed
for the duration of its use. The combined value Nc||cTR € {0, 1}1%® is used to derive most
of the cipher’s S-boxes.

The internal block cipher consists of 40 rounds, where the r-th round is denoted by
R[k,NC||CTR, ] for 1 < r <40, i.e.,

FRAST[k,Nc||cTR] = R[k,NC||CTR, 40] o R[k,NC||CTR,39] o - - - 0 R[k, NC||CTR, 1] .

A 128-bit keystream block is generated by encrypting a fixed input string defined as 1C =
0,1,...,15,0,1,...,15) € Z32  i.e., the keystream is given by z = FRAST[k, NC||CTR](IC).

Round Functions of FRAST. A schematic illustration of the r-th round function
R[k,NC||CTR, ] is shown in Figure 1. Let the input and output of the r-th round be

WYyl and (47, ydn), respectively. The round function R[k, NC||CTR, 7]

)

is defined as follows:

y = TV BS Y Bik)) for j =2,3,...,32,
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Figure 1: The round function of FRAST

S-boxes of FRAST. Crucially, the 4-bit S-boxes S} and S} are not fixed for 32 out
of 40 rounds. Specifically, for rounds where r # 0 (mod 5), they are generated randomly
using an eXtendable Output Function (XOF) seeded with the value NC||CTR. Since CTR
increments on each call to FRAST, a unique set of S-boxes is used in each call. For rounds

where r = 0 (mod 5), the S-boxes are fixed and identical across those rounds. They are
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denoted by Sfixed, as defined in Table 1. Rounds that use S-boxes derived from NC||CTR
are referred to as random rounds, while those using Sgxeq are referred to as fized rounds.
In total, there are 32 random rounds and 8 fixed rounds.

Table 1: The fixed S-box Sgxeq used in the fixed rounds of FRAST

y 0123456 78 9 1011 12 13 14 15
S(y) 0358691271310 14 4 1 1511 2

Although ng) and Sc(ff) are randomly generated for each random round, only 4 x 8 = 32
random bits are required to instantiate each S-box. This is enabled by the property of
negacyclicity, designed to optimize the cipher’s implementation in TFHE. Negacyclicity
enforces that S(x B 8) = BS(x) for all © € Z;s, which implies that only values for
x €{0,...,7} need to be explicitly sampled. We emphasize that there is no rejection when
sampling these S-boxes, i.e., there are no constraints on the 32 random bits to instantiate
each random S-box.

Key Schedule of FRAST. FEach round key rk = (rk{” k(" ... rk{})) € 732 is a
linear function of the 256-bit master key k. Specifically, the round keys rk**~Y and rk(%)
for i =1,2,...,20 are defined by rk(%_l)”rk(m = M' -k, where M € Z%LXM is a fixed
invertible matrix. For the detailed specification of M, and for a full description of the
initial security analysis of this primitive, we refer to [CCH'24].

1.3 Qur Contributions

In this paper, we present a third-party cryptanalysis of FRAST. Our main contribution is
the discovery of a strong distinguishing property in the inner block cipher of FRAST— on
which all our other results are based. Indeed, it turns out that any input difference taken
in a vector space of co-dimension 2 (meaning, in a space of dimension 30) will go through
an arbitrary number of rounds with probability 1.

Needless to say, this property has strong consequences in terms of security. However,
the mode in which the inner block cipher is used to construct a stream cipher successfully
prevents some trivial attacks by injecting the counter alongside the nonce rather than
through the plaintext. As a consequence, exploiting the differential patterns we identified
turned out to require sophisticated techniques.

We first demonstrate that these differential patterns give rise to a large number
of alternative representations of (restrictions of) the round function. These structural
redundancies can be exploited in a meaningful way. Indeed, using these alternative
forms, we identify extensive families of weak keys. Specifically, out of all possible 256-
bit master keys, at least 21357 keys lead to deterministic relations between bits in the
keystream, using an online complexity of 23! and a choice of nonces that induces an offline
complexity of 27(w+1) Using this weak key space, we propose a distinguishing attack in
FRAST keystream generator with advantage better than generic attack. This distinguishing
attack has been implemented on reduced round versions as a proof of concept.’

Then, we investigate the consequences of these alternative representations in terms
of linear cryptanalysis. However, the linear behaviour of FRAST turns out to be poorly
explained by state-of-the-art techniques. In the hopes to foster further research in this
direction, we present an attempt at linear cryptanalysis, and describe the mismatch
between the correlations expected based on standard arguments, and the ones we actually
observed in practice.

IThe verification codes are available at https://github.com/ShibamCrS/Cryptanalysis_FRAST.git.
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Outline of this paper. The alternative representation of FRAST is detailed in Section 2.
Then, we describe the full-round attack in the weak key setting in Section 3. Our attempt
at linear cryptanalysis in the average key setting can be found in Section 4. Finally, this
paper is concluded in Section 5

2 Alternative Representations of FRAST

It turns out that the round function of FRAST admits many functionally equivalent
representations, i.e., there exist multiple distinct circuit structures, in the style of Figure 1,
that compute the same round function. These are consequences of a particularly strong
differential property that holds with probability 1, which we detail in Section 2.1. Then,
we present different alternative representations of FRAST, and in fact of the restriction of
FRAST to some specific subspaces, in Section 2.2. Finally, we deduce some probability 1
linear approximations in a weak key setting in Section 2.3.

2.1 A Powerful Differential Distinguisher

FRAST is built as a generalized Feistel network operating on 32 branches. However, the
specific variant used in FRAST exhibits an unusually strong property. Using the notation
from Figure 1, consider two plaintexts: (y1,...,¥ys2) and (y1,y2 B, y3 B0, v4,...,ys2),
meaning a pair corresponding to the input differential (0,,80,0,...,0). This differential
pattern passes through the first part of the round function, namely the layer involving
Sé:f?7
unchanged in the second part. Indeed, the input to Sé:f) is the same for both plaintexts
because the summed difference is equal to 0: 6 —é = 0. As a consequence, for any 4§, we
have an iterated probability 1 differential.

This pattern can be greatly generalized. The choice to place the non-zero differences
in the second and third branches is arbitrary, and many other such configurations are
possible. In fact, the following result holds.

since the difference does not affect any of the S-box inputs. However, it also remains

Theorem 1 (Probability 1 iterated differentials). Let A = (0, Ag, As, ..., Ass) be a vector
of 732 such that Zf’iQ A; =0. Then, for any input x € Z32, key k, nonce NC, and round
number r, the following equation holds:

Rk, NC||CTR,T|(x + A) = Rlk,NC,7](x) + A . (1)

In other words, the round function preserves the difference A with probability 1, as
long as two linear constraints are satisfied: A; = 0 and 2322 A; = 0. The set of such
valid differences forms a subspace of dimension 30 over Zig, meaning Theorem 1 applies
to 2120 distinct input differences out of all 2128 possible.

2.2 Describing Alternative Representations

Representing a Restriction. To get a better understanding of Theorem 1, we describe in
this section an alternative representation of the round function of FRAST. For this purpose,
we divide one round of FRAST into two steps: the expanding step and the compressing
step. Then, we apply each step on a state (z1,...,232), and study how it modifies the

specific pair (z1, 222:2 Tg)-
o Expanding step. This step is defined as

(:1?1, . ,$32> — (.%'1,.%‘2 H Serf<$1 H I‘kg), ...,x32 H Serf(.’L‘l H I‘kgg)) .
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After this step, the pair (x1, 222:2 2) becomes

=2

32 32 32
(Il, Z(.T, Hﬂ Serf(lﬂl Eﬂ I‘kz>)> = T, Z €T Bﬂ Z Serf(zl Eﬂ I‘kj)
i=2 j=2
e Compressing step. This step is defined as

32
(.’El,...7l'32) = (.’51 EHScrf <Z$k EBI“k1> ,CCQ,...,iL’gQ) .

k=2

After this step, the pair (x1, 222:2 x) becomes

32 32
(xl B Se.t (Z ), B rk1> ,Zxk> .
k=2

k=2

Now, if we consider F: z — 2?12 Serf(xHrk;) and Fo: @+ Seys (¢ B rky), then it is clear
from the above discussion that one round R[k,NC||CTR, ] of FRAST acts on (1, 222:2 xr)
as two rounds of a two-branch Feistel with round functions F; and F5. If we denote this
two branch Feistel as gk, NC||CTR, r], and if we let L(z1,...,z32) = (z1, 222:2 xy), then

L o R[k,NC||CTR, T](21, ..., T32) = g[k,NC||CTR, 7] 0 L(x1,...,232) .

This two-branch Feistel structure is represented as the two leftmost branches in Figure 2.
Recall that (el,...,e3?) is the canonical basis of Z32. Using it, we reframe this finding
as follows: the subspace with basis (e',}",., €*) is stable under the round function of
FRAST, and said restriction can be seen as a two-branched Feistel network.
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Figure 2: An alternative representation of a restriction of the FRAST round function.
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Considering Other Restrictions. Another important observation is that after one round
of FRAST, for 2 <14 < 32, x; is mapped to x; B Serf (1 B rkgr)), which only depends on
the coordinates x; and z; of the input. We will show that this observation allows the
description of highly structured alternative representations of the whole FRAST, and also
of its restrictions to other spaces.

In its original definition, the round functions are defined using the canonical basis
(el,...,e3%) of Z32. Let us write the equations defining FRAST over other bases. For all
2 <i < j <32, we introduce a subspace of Z32 defined by the basis

e (oS0 0)

Over the corresponding subspace of dimension 3, the input differences A that satisfy the
conditions of Theorem 1 take the form (0,0, ), meaning that the non-zero coordinates
lie only in the last coordinate. We then define an alternative representation of the round
function as follows:

Ralt[kaCHCTR7 7’]($1,.’£2,:E3) = (g[kaCHCTRv r}(xlva)vf(i,j)[kaNCHCTRv T]($1,$3)) .

(2)
Here, the function g[k,NC||CTR,r] corresponds to the two-branch Feistel structure we
defined earlier, i.e. it can be decomposed into two parts as follows

glk,NC||CTR, r|(x1,22) = ga2|k,NC||CTR,7] o ¢1][k,NC||CTR,T](z1,x2) ,

where g; and gy are such that

911k, NC||CTR, 7] (21, 22) = ( , o B ZS (x1 B rk ))
gallk, NO|oTR, 7] (21, 23) = (w1 8 ST (22 Brk("),25)
The last output coordinate (the rightmost one in Figure 2) is then defined as:
Foipy [k NC||OTR, 7] (21, 25) = a3 B S} (x1 i rky)) 95" (xl Harky)) NGY

This structure mirrors the choice of the basis By; ;), where the last vector is expressed as a
difference between two standard basis vectors. Thus, the relationship between the original
round function R and its alternative representation R*!* is captured by the fact that they
commute with a specific linear mapping:

LoR[k,NC,r(x1,...,2T32) = Ralt[h NC,r| o L(x1,...,232) , (4)

where L is the linear transformation mapping the canonical representation of vectors to
the alternative representation. As a result, the subset (z1, 222:2 2k, z; B 2;) of the output
of the full FRAST cipher can be equivalently expressed using:

L o FRAST[E, NC||cTR] = R [k, NC||CTR, 40] o - - - 0 R [k, NC||cTR, 1] 0 £ .

Remark 1. If the round function had included a final swap between branches — such
as the branch rotation commonly used in many generalized Feistel networks — then the
iterative structure underlying these alternative representations would no longer hold. It
is therefore reasonable to attribute this structural vulnerability to the absence of such a
swap. However, whether introducing a swap would be sufficient to eliminate the issue
entirely remains an open question.
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2.3 Probability 1 Linear Approximations

As a consequence of the observation above, the alternative representation can be used to
construct a linear approximation of the round function. Consider the structure depicted in
Figure 2 with respect to By; jy. Let x(r=1 x(") ¢ Z3s denote the input and output vectors
of R*! at round r. From the definition of f(; ;) in Equation (3), we have:

, r—1 r—1
w0 = faplkNolotr, )@, 25 Y)

= VB (s BB E! Y Bk)) .

(r)

Now suppose the round key satisfies rk; ’ = rk§-T). In that case, the two S-box inputs

are identical, and the subtraction cancels out, leading to: #{” = z{"~"). If this condition
holds for every round r € [1,40], we obtain the following invariant over 40 rounds of the
alternative representation: x§40) = méo). Translating this result back to the canonical basis
(i.e., undoing the change of basis), if x(10) = £(y(“?)) and x(©) = £(y(?)), then we find the

following relation in the input and output values of 40-round FRAST:
y§40) H y§40) = IC; = ICj s

where (1C;,1C;) are the corresponding coordinates of the initial input, which is public. In
particular, we have the following linear relation:

S 4 <6, 410, (mod 2). ®)

which we will use in the attack. This relation holds for any choice of NC||CTR, provided
the condition rkgr) = rkg-r) is satisfied for all rounds. For the remainder of the paper, given
an alternative representation (i.e., a fixed basis B(; j)), we refer to any master key that

satisfies the corresponding conditions as a weak key with respect to that representation.

3 Refined weak key Attack on Full FRAST

As established in Section 2.3, any master key satisfying the weak key conditions leads to
a deterministic full-round distinguisher. The central goal of this section is therefore to
demonstrate that the space of such weak keys is large enough so that the probability of a
randomly chosen key being weak exceeds 27128, We believe that if the number of weak
keys exceeds 2'28, the attack becomes more practically relevant and exposes a meaningful
structural vulnerability in the cipher, as discussed at the end of this section.

The above analysis given in Section 2.3 indicates that whatever Sgy is, it is always
possible to add 4 bit conditions on round keys at each round to construct a deterministic
full-round distinguisher. However, this attack will require the 4 x 40 = 160 bit conditions
to be satisfied by the round keys. First, assume that these conditions are independent. As
there are (321) possible choices of B, we can have (321) alternative representations. Hence,
there are (321) different sets of weak keys, and each set is about 22567160 = 296 If the
intersection of each set is small enough compared with 296, the weak key space size is

estimated as
31 31
. 9256160 _ . 996 9128
() :

How to further enlarge the weak key space so that a weak key is used with probability
higher than 271287 In the following, we will describe three methods to do this.
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3.1 Exploiting the Negacyclic Property of Random S-boxes

As already stated, there are 32 rounds of FRAST where random S-boxes are used. In
particular, each random S-box is a negacyclic function over Z,4. Hence, Lemma 1 will be
useful to reduce the number of conditions on round keys for the random rounds.

Lemma 1. For a negacyclic function ng) over Zig which satisfies

Vo € Zig: ST(z)=BS")(x@8) ,

erf erf

and for any § € {0,8}, the following holds:
Ve € Zyg: ST (x@8) — ST (2) =0 (mod2) . (6)

erf

Proof. The proof is rather simple:

o If § =0, then it is clear that ng) (xEBHHE Sé:f) (z) = 0. In particular, the equality
also holds modulo 2.

« If § = 8, then by negacyclicity we have S (z 8 6) B ") (z) = B2 5"} (z) = 0
(mod 2).

O

Specifically, for any round R*!*[k, NC||CTR, 7] and for any B; j), we have

- r—1 r—1
w0 = faplkNollotr, )@Y, 25 Y)

= o8 (e k) BSH @V Bik))

erf erf

= 277V (S(Ejf) @Bk + 50 @Y EEIrk§”)) (mod 2) . (7)
Thus, if rk!” EIrk§T) € {0,8} then (according to Lemma 1) we have the following important

consequence: :Eg") = :cgr_l) (mod 2). Therefore, instead of imposing the 4 bit conditions

rkl(.r) = rky) (mod 16) for each random round, we only need to impose 3 bit conditions by
exploiting the negacyclic property of the random S-boxes. However, the condition for the
8 fixed rounds remain the same. In this way, there are still (321) different sets of weak keys,

and each set is of size
9256—32:3—8:4 _ 9128 (8)

If the intersection of these sets is small enough, the weak key space size is estimated as

(321> L9128 < 9128

3.2 Generating Weak Random S-boxes with Chosen Nonce

As is clear in our weak key attack, for any r-th round R** and for any three-branch
structure B(; jy, Equation (7) holds. It implies that x:(;) = J;ér_l) (mod 2) provided that

rkl(.r) = rkg.r) (mod 16). If Sé:f) (x) is a negacyclic function, the condition can be improved

to rkz(.r) = rky) (mod 8). Both cases have been discussed above. Are there other methods
that can further relax the condition? In the following, we describe the second method to
enlarge the weak key space.

During each random round, each negacyclic function S gf) (x) over Zj¢ is randomly gen-
erated by an XOF seeded with Nc||CTR. Moreover, due to the negacyclic property, only the
values of 5.7 (0), S)(1), ..., S)(7) are randomly sampled, and S"}(8), 57(9),..., 5" (15)

erf erf » Merf erf erf » Merf
are accordingly determined. Hence, 32 random bits are required to specify each random

4-bit S-box Sé:f) (z). With this in mind, we define a weak random S-box as follows:
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Definition 1 (Weak S-box). We say that the r-th round random S-box ng) is weak if it
satisfies the following condition:

STy =8"1)=...=8")(7) (mod 2), (9)

erf erf erf

The negacyclic property imposes that if Equation (9) holds, then we have that
Vo € Zyg: STN(x) =887 (x88) = ST (x) =S")(x88) (mod 2).

erf erf erf

and thus:
5T 0)=8sT 1) =... =871 =57 @8) =579 =...=57(15) (mod 2).

erf erf erf erf erf erf

A random negacyclic S-box is weak with probability 278+! = 277 meaning each random
S-box is a weak S-box in our weak key attack with probability 2=7. If a weak random
S-box Sé:f) (x) is used at the r-th round then we have

Vx(lr_l),rkgr),rk](r) € Zys : ng) (xgr_l) B rkgr)) + ng) (x(f_l) B rky)) =0 (mod 2).
Hence, there is no need to add conditions on the round key at this round, and the following

deterministic iterative relation is still preserved:
:Uér) = xz(f*l) (mod 2).

This motivates the following definition of weak key, taking into account the possibility for
an attacker to find weak S-boxes for w random rounds.

Definition 2 (Weak key). Let 2 <i < j<32;and I C {r e N| 1 <r <40,r #0
(mod 5)}, [I| = w. We say that k is a weak key for branches i,j and weak S-boxes at
rounds r for r € I if:

V1<r <40, r=0 (mod b), rkgr) = rkgr) , and

V1<r<40, r¢I, r#0 (mod5), rkl(.r) = rkén (mod 8) .

In particular, when k is a weak key for branches i, j and a subset I, and the nonce and
counter are chosen such that S gf) is weak whenever r € I, we have that

xgo) = x§40) (mod 2) .

Counting the Number of Weak Keys and Possible Combinations. In the following, we
denote the number of rounds featuring weak S-boxes by w where w < 32. Thus, the weak
key condition must apply on 32 — w random rounds, and must still apply on 8 full rounds.
For each of the (321) choices of branches 1, j, there is a set of weak keys of size

22567(32771))-378-4 — 2128+3w. (10)

This indicates that even if there is only one random S-box satisfying Equation (9), i.e.,
w = 1, then a weak key occurs with probability higher than 27128,

Complexity to Generate Each Combination of w Weak S-boxes. The generation of
weak S-boxes can be done offline, as it is only related to NC||CTR which is input to the
XOF. For each combination, w S-boxes are required to be weak and their positions are
fixed. As a weak S-box occurs with probability 277, the offline complexity to generate w
weak S-boxes for w pre-determined random rounds is 27%. Furthermore, to reduce the
false-positive probability of our distinguisher, we check whether the 1-bit relation holds for
€ independent keystreams. For a random function, the probability that the 1-bit relation
holds for € independent keystreams is 27¢. We set ¢ = 128 in order to obtain a negligible
false-positive probability. Thus, for each set of weak keys, the offline complexity of the

attack is € - 27 and the online complexity is ¢ - (321).
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3.3 Add Key-recovery Rounds

The weak key space can be further increased by a factor of 27 at the cost of increasing
the complexity of the online phase. In the previous analysis, we have stated that there
are several sets of weak keys and the sets are divided according to the choice of w rounds
instantiated with weak S-boxes. In this basic attack, to detect whether a weak key is
used, we simply test whether there exists a three-branch structure with By; ;) such that

Jiglo) = xgo) (mod 2) always holds for € tests. This test can be improved by involving a
key-recovery strategy, which is our third method. In other words, in our third method, we
not only improve the weak key space, but also recover partial key bits.

Specifically, in the key-recovery attack on full FRAST, we assume that rkl(-l) =+ rkg-l)

(mod 8) at the first round and rk§40) # rk§40) at the last round?. Note that the first round
is instantiated with random S-boxes, while the last round is instantiated with the fixed
S-box. Assume that we have found e different NC that can cause w weak S-boxes at the
same pre-determined w random rounds where the first round is not included. This is done
offline and the complexity is still € - 27,

At the online phase, for each NC||CTR, we get an output of the form y40) At first we

rewrite it using an alternative basis x40 = £(y40). Thus, we obtain: (2{*?, z{!* 2{*").

Then, we guess (rk§1)7rkgl),rk7(;40)7rk;40)7rk§40)) where

k(Y # kY (mod 8), 1k{*” # 1K1,

Therefore, there are about 22° candidates to guess (in fact, slightly less than 229 candidates).

For each guess, we want to compute mgl) and xEBg)) so that we can check if xl(l) = xl(-gg)
(mod 2). We compute ;vgl) and 301(39) as follows:
) = o8 (s Bk BN Bik)) (11)
:1:539) _ x§40) = (Sﬁxed(x(;o) 0 rk§40))>
A = o9 (SO B BSOEP B, 1)

If weak round keys are used in the middle 38 — w rounds, for the correct guess of the 20
key bits, the following relation

:Eél) = xégg) (mod 2) (13)

always holds for any NC||CTR. However, due to the special form of Equation (13), there are
more than one correct keys left. We call equivalently correct keys. For other key guesses,
Equation (13) will hold with probability 27!, and hence it holds for € tests with probability
27¢. Again, in our setting, ¢ = 128.

Equivalently Correct Keys. From Equation (11), it is clear that guessing (rkgl)gk;l)) =
(vo,v1) € Z34 and (rkgl), rkg-l)) = (v1,v0) € Z34 are equivalent and will result in the same

(1)
3

value for x5’ (mod 2). This similarly applies to the guess of (rk§40)7 rk§40)) for computing

xé39). In other words, if the guess (rkgl),rkgl), rk§40),rk§40)) = (vp, v1, v2,v3) always leads
to (13) for e chosen nonces, it is redundant to test the following 3 candidates

(an U1, U37U2)7 (’Ula/UOa 1}2,1}3), (’01,’1}0, U3, 1)2)

2If assuming rkil) = rkgl) (mod 8) and rk§40) # rk;m), this will be a similar key-recovery attack where

the last round is used for key recovery. If assuming rkl(.l) #* kM (mod 8) and rkg40) = rk§40), only the
first round is used for key recovery. If both hold, no need to ad]d key-recovery rounds.
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since the 4 candidates cannot be distinguished by (13). This reduces the key space to guess
by a factor of 4, but also increases the candidates left for the correct key by a factor of 4.
Moreover, as S(l)(x) is a negacyclic function satisfying Vo € Zig : Séif)(x) = EIS(l)(a:EEI

erf erf

8), we have Va € Ziq : S(l)(x) = S(l)(x B 8) (mod 2). Therefore, we only need to guess

erf erf
(rkgl),rkgl)) = (vo,v1) satisfying 0 < wvg,v; < 8. This is because after guessing such a
(vo, v1), we also get

erf

1, (0 1 1, (0 1
(S( )(x(l ) Bﬂrkz(. )) + S(Erf)(x(l ) Eﬂrk§ )))

- (s<1)(a;§°> Bk B8) + S0 Brkl) B 8)) (mod 2) .

erf

In other words, the following 4 candidates for (rkgl), rkE—l)) cannot be distinguished by (13):
(’Uo,vl), (Uo H 8,1)1), (Uo, (%1} H 8), (Uo H 8,1)1 H 8)

As a consequence, this further reduces the key space to guess by a factor of 4, but also
further increases the number of candidates for the correct key by a factor of 4. In summary,
due to the equivalently correct key for Equation (13), we do not need to exhaust about
220 candidates. Instead, only fewer than 2'6 candidates need to be tested.

Complexity Evaluation. The complexity of the offline phase is € - 27% = 27+7, The
online complexity is 216 - ¢ - (321) =223. (321). There are still (321) sets of weak keys, and

each set is of size
9256—(31—w)-3—7-4 _ 9135+3w

This increases the number of weak keys by a factor of 27 compared with the second method
under the same value of w. The offline complexity remains the same as for the second
method, but the online complexity of the third method increases by a factor of 2'6.

Experimental Validation on Reduced-Round FRAST. To provide a proof of concept for
our theoretical framework, we conducted an experimental verification of the key-recovery
attack on a 10-round version of FRAST, (8 random and 2 fixed rounds). In our experiments,
we set w = 2 and applied the techniques for enlarging the weak key space via the negacyclic
properties discussed above. The implementation successfully recovered a total of 20 bits of
the round key: 8 bits from the initial round and 12 bits from the final rounds. This result
shows the validity of our proposed distinguisher. A complete Rust implementation of our
experiment is available at https://github.com/ShibamCrS/Cryptanalysis_FRAST.git,
with detailed instructions in the accompanying README file.

3.4 The Number of Weak Keys

In the above analysis, we assume that each condition
rkz(-r) = rky) (mod 16) or rkET') = rky) (mod 8)

reduces the weak key space by a factor of 2* and 22, respectively. Is this a reasonable
estimate? In this section, we will address this issue.

First, according to the key schedule of FRAST, each round key nibble rkl(»r) is represented
by a linear polynomial over Zig in the master key k = (ki, ka, ..., kes) € ZS3. Moreover,

rkgr) = rky) (mod 8) is equivalent to

rkz(-r) H rky) =0or rkz(-T) =) rky) = 8.
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Hence, all conditions can be written as a set of linear equations in (kq, ko, ..., kes) over
Zlﬁ.

For the three-branch structure with B, ;), we consider the case where there are 40
conditions specified in (14), i.e., note that this corresponds to increasing weak keys with
the negacyclic property of the random S-boxes.

0, ifr=0 (mod 5),

: (14)
0 or 8, otherwise.

)

rk(r) H rk;-T) =94, 0,= {

The linear equation system over Zg corresponding to these 40 conditions is denoted by

M, ;-k=0b (mod 16), (15)
where M, ; € Z13*%* is the coefficient matrix, and b € Z$J is parameterized by § =
(81,...,040) € Z13. Note that b can take 232 possible values since there are 32 random
rounds.

Studying the weak key set for the three-branch structure with B; ;) is equivalent to
studying the solution space of the linear equation system (15). If the equation system is
defined over a finite field, computing the rank of M; ; is enough. However, (15) is over
the integer ring Zi6. Even if M; ; is of full rank, i.e., all rows are linearly independent
over Zig, it does not necessarily mean that there are 1654749 = 296 solutions for any b.

The Number of Solutions to Equation (15). For each M, ;, we use Gaussian elimination
to find 40 columns that can form an invertible square matrix over Zg, and denote the
matrix formed by these 40 columns of M; ; by M}t € Z12**°. The matrix formed by
the remaining 64 — 24 columns of M; ; is denoted by Mir’i]ght € Z18***. Specifically, after
applying Gaussian elimination to MZI‘S]ft to obtain its reduced row echelon form, it can
become the identity matrix. It is found that for each possible (i, j), it is always possible to
find such an invertible square matrix M}fjft. This implies that the number of solutions to
Equation (15) is exactly 296732 = 2128 Gpecifically, the equation can always be rewritten
as

M kp =b — M - kp (mod 16), (16)
where kj, € Z13, kr € Z3¢. Since the matrix

left
[Mi, ;

right
M }

kL
kr
the rows of k and b, respectively. Note that b’ can take 232 possible values, while kg can
take 1624 = 296 possible values. As Mil)ejft is invertible over Zig, there are in total 2128
solutions to k.

The above analysis also indicates that the number of solutions is
equations from (16) with the second method, and that the number of solutions is
if removing w + 2 equations from (16) with the third method. Hence, the claim for the
size of each set of weak keys in the above analysis is correct.

is obtained by permuting the columns of M, ;, < and b’ are obtained by permuting

2128+3w if removing w

2135+3w

Intersection Between Different Sets of Weak Keys. If the intersection between different
sets of weak keys is small enough compared with each set, after applying the third method,
it is reasonable to claim that the total number of weak keys is about

(321> . 2135+3w _ 2143.9+3w.
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Indeed, we can interpret the intersection between two different sets of weak keys
from the perspective of the solutions to a larger linear equation system. For two sets
corresponding to the coefficient matrices M, ; and M, ;» where (i,5) # (i*,5*), the
intersection between the two sets corresponds to the solutions to the following linear

equation system:
M; ; (b
(Mi*,j*) k= (b*) (mod 16),

264 possible values. However, as can be observed, compared with

b
where (b*) can take
the case where one set of weak keys is studied, the number of equations to consider here
is doubled. Hence, even if there are solutions to this linear equation system, the number

is too small compared with 2!28. To partially verify this, for all ((3221)) = 107880 possible
combinations, we have checked that the number of solutions is smaller than 100 when
the right-hand side is set to zero. Hence, we believe that it is reasonable to estimate the
number of weak keys as 2143-943%_ Or we can simply use a conservative estimate, that is,
we could consider only the number of weak keys in each set, which is a lower bound on the
number of weak keys, i.e., the lower bound is 213%+3w,

3.5 Distinguishing Attack on FRAST Keystream Generator

We now present our distinguishing attack on the FRAST keystream generator, where it
is treated as a Pseudo-Random Function (PRF). The foundation of our attack is the
deterministic linear relationship from Equation (5), which, as established in Section 2.3,
holds for any key belonging to the weak key class. Based on this property, we construct a
deterministic distinguisher, D, which interacts with a challenger oracle. The Challenger
and the full algorithm for D are provided in Algorithm 1 and Algorithm 2, respectively.
We note that the master key k used by the challenger is randomly chosen by the challenger
and is fixed throughout the duration of the distinguishing game.

Algorithm 1 Challengerk

Require: x = NC||CTR

Ensure: A keystream in Z5%
1: Samples b < {0, 1} uniformly at random;
2: if b =1 then

3: return FRAST[k, x|

4

5

: end if
: return a random value in Z?%

Complexity Analysis. Here we summarize the complexity of the attack. The attack
consists of an offline pre-computation phase and an online phase. The pre-computation
phase involves key-independent computation, with its time complexity denoted by Tprecomp-
The online phase includes computations performed after the first query, measured in bit
operations and table lookups, and the time complexity of this phase is denoted by Touiine-

e Pre-computation Phase: The goal of this phase is to construct a set Xyeax
containing e inputs x = NC||CTR such that each of these inputs induce a weak
S-box (as defined in Section 3.2) at w predetermined random rounds. The repetition
parameter € is chosen to filter the false positive cases in the online phase. The
generation of weak S-boxes can be done offline, as it is only related to NC||CTR which
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Algorithm 2 Deterministic Distinguisher D

Ensure: A binary value x
1: Precompute a set Xyeax of weak NC||CTR of size € as discussed in Section 3.2;

2: Define a binary array v of size (%) indexed by (i, ) for 2 < i < j < 32, initialized to 1
3: for x = NC||CTR € Xyeak dO

4 query X to get y, = Challenger®(x) € Z32;

5: for all2<i<j<32do

6 if Y, i Bys,; # (1c; B1c;) (mod 2) then > Checking Equation (5) for B; ;)
7 Y[(i,5)] =0

8 end if

9: end for

10: end for

11: for all 2 <i < j7<32do

12: if v[(¢,4)] =1 then

13: return 1
14: end if
15: end for

16: return 0

is input to the XOF. Given that a weak S-box occurs with probability 277, finding
a single NC||CTR that gives weak S-boxes for w rounds requires approximately 27%
evaluations of the XOF. To construct the full set Xyeax of € different NC||CTR such
that each leads to w weak S-boxes at the same w random rounds has a complexity
of Threcomp = € - 2™ evaluations of the XOF.

e Online Phase: During the online phase, the distinguisher queries each of the
€ inputs from Xyeax to the challenger. For each response, it checks the linear
relation across all (321) possible three-branch structures B(; ;). The total online time

complexity is therefore Typnjine = € - (321). Furthermore, if the key recovery is added

(as discussed in Section 3.3), the online time complexity increases by a factor of 216,

ie., Tonline = €+ 216 (321)'

The memory complexity is to store e different NC||CTR which is negligible. A summary of
these complexities for various choices of w, considering scenarios both with and without
the final round key recovery, is provided in Table 2.

Distinguishing Advantage. The advantage of our distinguisher D is its ability to distin-
guish the real world (where the challenger uses FRAST) from the ideal world (where the
challenger returns random outputs). In the real world, if the challenger’s key k is a weak
key corresponding to some structure B; j), the following linear relation holds for all € tests

2§ =l (mod 2) = y* + 4" =

(©)
J J

yZ(O) + Yy =1C; + ICj (mod 2) N

and D outputs 1. If k is not a weak key, the relation behaves randomly, and the probability
of it holding for all € queries for any single structure is 27¢. On the other hand, in the
ideal world, the challenger’s outputs are random, so the probability of the linear relation
holding for all € queries for any given structure is also 27¢.

Let pwear be the probability that a randomly chosen master key belongs to a weak key
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Table 2: Complexity of the distinguishing attack for various numbers of weak S-boxes w.

Last Round
w Tprecomp Tonline AdV(D) Key Recovery
13 298 215486 2780.14 o
17 2126 2768‘14
14 2105 231‘86 2—70.14 o
17 9126 9—61.14 y

space. Thus, the total distinguishing advantage of D is given by

Adv(D) = Pl’(r[D outputs 1 | b= 1] — Pl’(r[D outputs 1 | b = 0]

31 1 1
= wea. 1-— weak) * 57 T A~
<2>(P k + (1 = Pweak) e 26>

_ 31 1 i N 31
) Pweak %€ ~ 9 DPweak;

for a sufficiently large € (e.g., € = 128). The calculated complexities and corresponding
advantages are detailed in Table 2. We can also consider ¢ = 256 with slight increases in
the complexities.

Discussion and Implications. Since the FRAST specification does not define a formal
security model against distinguishing attacks, we establish the following metric for success:
our attack is considered meaningful if its advantage surpasses that of a generic attack
with the same online complexity on a 128-bit key cipher, i.e., Adv(D) > Toniine/2'2%. The
advantage of generic attack is 2712 or 2799 depending on whether we consider the last
round key recovery. Our distinguisher achieves advantages over the generic attack for a
wide range of values of w, some of them are shown in Table 2.

Furthermore, we can strategically select the parameter w to balance the attack’s trade-
offs. To equalize the offline pre-computation cost Tprecomp With Tontine/Adv(D), we can
set 27F7w ~ 27 (321) - 2128=3w (with no key recovery step), which yields an optimal value of
w =13, and 27T ~ 27+16 (321) - 2128=3w (with key recovery step), which yields an optimal
value of w = 14. Also, if we aim to maximize the probability that a weak key occurs, we
can choose w = 17. In this case, the pre-computation complexity is 2'26, and a weak key
occurs in each set with probability 276814 or 276114 depending on whether we consider
the last round key recovery.

3.6 Distinguishing Attack on FRAST Keystream Generator In a Multi-
User Setting

We now extend our analysis on FRAST to the multi-user setting, a standard model for
evaluating the security of cryptographic primitives when deployed at scale [BBMO00]. In
this scenario, an adversary’s goal is to distinguish FRAST keystreams generated from a
PRF for at least one of many users, each of whom possesses an independently and randomly
generated key. This model is particularly relevant for weak key attacks, as the adversary’s
probability of encountering at least one weak key increases with the number of users.
Our multi-user attack is a natural generalization of the distinguisher presented in
Section 3.5. In that setting, we interact with a challenger, Challengery,,, and construct a
new distinguisher against it, Dyy, as detailed in Algorithm 3 and Algorithm 4, respectively.
The set of keys for all users, K = {ki,...,kn,...}, is sampled once at the beginning of the

user
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game and remains fixed throughout. The challenger, upon receiving a query for a user u,
will use the corresponding key k,, in the real world to generate the keystream.

Algorithm 3 Challengerﬂ,é,u

Require: (u,x) where x = NC||CTR
Ensure: A keystream in Z32
1: Samples b < {0, 1} uniformly at random;
2: if b =1 then
3: return FRASTk,, x]
4: end if
5

: return a random value in Z32

Algorithm 4 Deterministic Distinguisher Dy

Ensure: A binary value y
1: Precompute a set Xyeakx 0of weak NC||CTR of size € as discussed in Section 3.2;
2: foru=1,..., Nyer do
3: Define a binary array - of size (322) indexed by (i,7) for 2 < i < j < 32, initialized
to 1

4: for x = NC||CTR € Xeax do

5: query x to get y, = Challengerﬂ,\iu(u,x) € 732;
6: for all2<i<j<32do

7: if y,s By, # (1c; B1¢;) (mod 2) then > Checking Equation (5) for By; ;)
8: Y[(i,5)] =0

9: end if

10: end for

11: end for

12: for all2<i<j<32do

13: if v[(4,7)] = 1 then

14: return 1

15: end if

16: end for

17: end for

18: return 0

The complexity of the offline pre-computation phase, which involves finding the set
Xweak, is identical to the previous attack: Tomine = €-2°% evaluations of the XOF. Note that
we can amortize the cost of finding Xyear and use it for multiple users (like in Hellman’s
time memory trade-off attacks [Hel80]). However, the online complexity increases, scaling
linearly with the number of users to Tynjine = Nuser * € (321) (or Tontine = Nuger - € 216. (321)
when key recovery is included).

Finally, as the user keys are sampled randomly, the distinguishing advantage of Dy is
also increased by the number of users, i.e., the probability that one user out of Ny, has a
weak key follows a geometric probability distribution with parameter (%)) - pweax. This
yields Adv(Dyy) =1— (1 — (321) - Pweak) Vuser. Thus, taking Nyger ~ 2/ (321) - Dweak, We get
distinguishing advantage close to 1 —e~2 ~ 0.85. The complexities and number of users for
several tradeoffs are given in Table 3. We observe that we can achieve an advantage close
to 1 for a number of users as low as 2624 and we still have Adv(Dmy) > Tontine/2%5.
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Table 3: Complexity of the distinguishing attack for various numbers of weak S-boxes w
and numbers of users Nyger-

Last Round

w Nuser Tprecomp Tonline AdV(DMU) Key Recovery
1 281‘14 298 297

; 69.14 126 85 0.85 no
17 25 2 2
14 27114 2105 2103

62.14 126 94 0.85 yes

17 20= 2 2

4 An Attempt at Linear Cryptanalysis

In this section, we present a general framework for the linear cryptanalysis of ciphers that
employ randomized S-boxes, with a specific application to FRAST. Our primary objective
was to mount a key-recovery attack in the average key setting. However, our investigation
revealed that several common assumptions underpinning statistical cryptanalysis do not
hold for our attack, a phenomenon we detail in Section 4.4. Although the attack was
ultimately unsuccessful in the average key setting, we believe our findings are valuable and
important to report for two main reasons. First, the formalism we develop for analyzing
linear properties over randomized components (Section 4.2) is interesting for future research
into similar cryptographic designs. Second, the failure of the attack itself is insightful, as
it shows the limits of commonly made statistical assumptions.

4.1 Linear Cryptanalysis Over Non-binary Rings

Linear cryptanalysis, first introduced by Matsui to attack the FEAL block cipher [MY92],
is an important known-plaintext attack. The core principle of this statistical method is
to exploit an approximate linear relationship between plaintext, ciphertext, and key bits.
Once such an equation is found, it can be used to make a guess at some of the key bits.

The original framework for linear cryptanalysis was developed over the binary field Fs.
We assume the reader is familiar with the basic principles of linear cryptanalysis over the
binary field Fo. Here, we begin by generalizing this concept to non-binary rings and recall
some background. For simplicity, we restrict ourselves to the rings Z; of integers modulo ¢.
Following the approach in [BSVO07], we use a primitive ¢-th root of unity, ¢; = ei2m/t to
define the correlation of a function F': Zi* — 7 for given input and output masks b € Z;"
and a € Z7:

1 a-F(x)—bx
CF(a,b):t? Z G Foa=bax

x€ELM

Note that in the case where t = 2, we get (o = —1, and C¥'(a, b) is simply the normalized
Walsh transform of F', as in binary linear cryptanalysis.

In general, we study key-alternating ciphers Ex: Z7 — Z7 that are of the form

Ex=kr+RBPo...o R | where R"(x) = R(x + k,_1) .
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In that setting, the linear correlation of Fy with masks a, b is as follows:

R
CEk (CL, b) = fR.kR : Z H CR(T) (a’l"a arfl)

ar€Zy, 1<r<R—1 r=1
ap=b, ar=a

R
ar-k R ar—1-kr_1
=g § HC (aryar-1) - G .

ar€Z7, 1<r<R—1 r=1
ap=b, ar=a

We call a sequence of masks b = ag ~> a1 ~> -+ ~» ag = a a linear trail, and define the
correlation of the trail as

R

R
ar-ky
Ctz:r:O . | I OR(ar,ar—l) .

r=1

The objective of linear cryptanalysis is to find masks a, b such that |C®x(a, b)| is sufficiently
large over random k. Since the exact computation of this value is generally infeasible,
cryptanalysts often rely on heuristics, the most common of which is the dominant trail
assumption, which states that there exists a linear trail b = ag ~> a1 ~> - -+ ~» ar = a such
that:

R
|C’E“(a,b)| ~ H |C’R(ar,a,»_1)| ,

r=1

i.e., the cipher’s correlation is well-approximated by the correlation of a single, dominant
linear trail. We will use this assumption throughout the next subsections.

While computing the correlation C”(a,b) for a generic function is hard, for SPN or
Feistel-based designs it decomposes into a more manageable form. The propagation of
linear masks through a round function is based on its layers and there are known trail
propagation rules for various cases (detailed for the non-binary case in [BSV07, Section3.2]),
with the S-box layer being the most critical. A key implication of these propagation rules
is that the correlation of one round function can be expressed as the product of the
correlations of its individual S-boxes:

CR(a,b)= [ €% (a;.b))

S—box j

for some masks a;,b;. We call an S-box active if its correlation is not 1. This means the
correlation of round function is effectively the product of the correlations of all its active
S-boxes:

CRab)= J[  C%(a;.by)

active S—box j

and consequently the correlation of a trail is of the form:

R
1T 11 G5 (ar,j,br) -

r=1 active S—box j
at round r

Up to reindexing the active S-boxes, we can also write it as a product over the active
S-boxes through all rounds:

II G5 (ai, bi)] -

active S—box 1
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4.2 Extending linear attacks on ciphers with random S-boxes

In this section, we present a general framework for doing linear attacks on ciphers with
randomized components, and in particular, public randomized S-boxes. The setting is as
follows: we have a family of Feistel (or SPN) block ciphers (Ey 1v)kek,ve{o,13»- Those
ciphers all share the same structure (i.e., the same key schedule, linear layer for an SPN
and same branch rotations for a Feistel), but the S-boxes S depend on the initialization
vector IV. The adversary can choose the IV for each query but not the plaintext itself,
which may be fixed to a constant (e.g., IC).

To understand the challenges this model presents, let us first recall the standard
setting with fixed S-boxes. A linear trail whose active S-boxes S; have masks a;, b; and
corresponding key k; as input will have correlation of the form:

Si bi-ki
c= H C 7(Cli7 bl) © G .
active S—box @

An adversary can detect this correlation by computing an empirical linear correlation over
Ngata ~ 1/|c|? known plaintexts, which is defined as:

1 Naata

Ndata

A a-BEy(xy)—bx
c= Gt " v

u=1
In this case, with non-negligible probability we have that |¢| > |c|/2, allowing us to
distinguish Fy from a random permutation.

This approach fails when the S-boxes are randomized and change at each call to the
ciphe. Here, the trail’s correlation ¢ becomes a function of the IV used for each query:

cvy= J[  C5™ai,bi)- ¢

active S—box 1

This dependence on IV introduces two critical problems. First, a trail that is dominant
for one IV may not be for another. Second, and more fundamentally, the correlations
¢(IV,) are complex numbers whose argument or phase may vary depending on the IV. To
overcome these challenges, we introduce a two-part strategy. The first problem, ensuring
trail dominance, can be tackled by selecting a trail that activates a minimal number of
S-boxes, so that other trails activate much more S-boxes and thus have lower correlation.
To this technique, we add a pre-computation step of a set of “good” IVs, for which this
trail’s correlation magnitude is maximized. On the other hand, the second challenge
requires an additional term in the definition of é. Indeed, taking the expectation of ¢ over
random choices of z,, would give:

1 Naata . ()b 1 Naata
Ex(é) = E ( [ e T ) ””) ~ v,) .
X(c> Ndata ugl o ! Ndata ; C( u>

When there is no dependence on IV, this simply gives Ex(¢) = ¢. However, in the case
where the complex arguments of the correlation ¢(IV) differ from each other, they may
simply cancel each other out based on destructive interference of the arguments. This
motivates the introduction of the following phase correction function:

o) = JT s (C5@(ab)) = sane@) - [ ¢,

active S—box 1 active S—box 1

where sgn(pe’?) = e¥ for p > 0,0 € R and sgn(0) = 0. Then, we define the corrected
empirical correlation ¢ as:

Naa
1 data

LS e b gy,
data

(93
I
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This way, we have that:

1 Ndata B ( ) b
. (¢) = E ( @ Bic.v, (v0) = '””u). IV
x(€) Niuta uzl @, | Ot 9(IVy)
1 Naata
~ e Y ey ) [ @
data u=1 active S—box 1
1 Ndata
= >l I @t
data u=1 active S—box 1

The phase correction function g then allows the trails for the different IV to all go in the
same direction instead of canceling each other.

4.3 The Case of FRAST

We now apply the general framework discussed in the previous sections to FRAST. For our
analysis, we use the alternative representation of the cipher defined in Section 2.2), with
branches ¢, j. The linear trail we will exploit is the iterated trail:

(O,O,Q)W (0,0,a)w~~w(0,0,a) :

The trail is illustrated in Figure 3. Setting ASi(;)(m) = Sé:f) (x B Akl(;)) = ng) () and
Ak;g) =1k" B3 1rk§-r)7 we get that this trail has correlation:

)

i (r)
[1 55 (a.0) .
r=1

0 0 a
k() Bkl
) e 5™
rk]- 0 erf a
tH H
i st
m (r
0 Serf) - >
v v C*%ii(a,0)
B> S
k)
rk(lr)
iE s 3

0 0 a

Figure 3: Iterated linear trail for FRAST.

Note that in that case, the trail’s correlation has a non-trivial dependency on the secret
key. This dependency arises because each function ASZ-(;) is itself a function of the round
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key difference Akg) = rklm H rkgr). As a consequence, the function ¢ is redefined as a
function of both the IV and the key k:

R —
9(IV.k) = sgn (H sy (a,o>> :

r=1

and will depend on the key materials Ak(r) rk(r) H rk(r) Thus, we will have to guess
them while computing the empirical correlatlon ¢. The outhne of the attack is as follows:

1. Take Tprecomp nonces and compute the corresponding random S-boxes. Keep Ngata
nonces according to some criteria specified later.

2. Query these Ngata nonces to get (y; (R ), (R )) where
R R R R
y Y = (yfl)7-~-,y§]3dm), yJ( ) = (y§1)>-.-,y§N)m)-

For the u-th nonce, (yl( u), Yju ) denote the output keystream words at the i-th and

j-th branches. In addition, yl( J, yj(lg, yl(lz 1), y](lz D denote the outputs at the i-th

and j-th branches after 1 round and R — 1 rounds, respectively.

3. Guess some key material in the external rounds to obtain

1 1 R—1 R—1
(yfu)yj(iyfu ),y](u ),

i.e., as in our key-recovery attack in the weak key setting. In addition, guess
t, = rkgr) H rkgr) for the internal rounds where 2 <r < R — 1.
4. For each guess, compute a “corrected” empirical correlation defined as

1 Naata

g S t2 ...,tR,1 Neres .
Ndata ( e ) 16

é:

u=1

where (g = €2"™/10 is a primitive 16-th root of unity, a € Z;4 is a mask, g is a “phase

correction” function, and Z, is the value of the difference

Fu= () By ) B L) By

after having removed the first and last round according to the key guess at the first
and last rounds. If the key guesses at the first and last rounds are correct, then we
have
R—1
=3 80 (@) Bk B S0 () mrkl) .

Lu J
r=2
5. Keep the key guesses that give correlation greater than some threshold.

Precomputation Step. In our attack, we have selected our Ngato nonces in order to
maximize, for each nonce, the expected linear potential (ELP) over the R — 2 middle rounds,

i.e. the quantity
R—1

H Eyt, ez, (’CS(T)(IE%T)EIS(M(I)(G?O)’2> '

r=2
The precomputation time Tprecomp can be evaluated based on the probability, taken over a
random choice of S-boxes S("), that this quantity is larger than a threshold 72, i.e

At o) o) 2
IT Eu.ceas (oo 02050 0,0 ) 2 7

r=2

Let p>,2 be that probability, so that the precomputation time is Tprecomp = Ndata/P>r2-
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On The Function g. For the phase correction function g, we let, under a guess of ¢, for
I”k(r) = I'k(r)'
i B

R—1
g(Su,ta,...,tr—1) = sgn <H Csi”(zaat,,V)ElSy)(z)(a?0))

r=2

This function has been chosen so that, under the right key guess (which we denote #)3, the
expectation of the empirical correlation becomes:

1 Naata R—1 . o
—E . 5 — 507 (288¢,)B50 (2) _ 1
¢ (z(l.l)gugzvdm(c) Nata Z H C (a,0)| (17)
2<r<R-1 u=1 r=2

Finally, we let a key candidate pass the statistical test when |&|? > (1 — &)72, where 72 is
the threshold we used in the precomputation step.

4.4 Limits of the Assumptions Made

We tried to implement our attack on a version of FRAST reduced to 5 rounds. We made the
tradeoffs between the precomputation and online phase so that both take approximately
the same time. By guessing the first and last round keys in the key recovery, the attack’s
success relies on the statistical behavior of the three internal rounds, which use randomized
S-boxes. We made the following standard hypotheses from statistical cryptanalysis:

The right key hypothesis: For the correct key guess, the empirical correlation of the trail
will converge to its theoretical expected value, |¢|, as defined in Equation (17).

The wrong key hypothesis: For any incorrect key guess, the empirical correlation will be
negligible, effectively behaving as noise centered around zero.

Following established methodologies [BSV07], we set the decision threshold and data
complexity to ensure that, with a probability of at least 90%, the correct key would be
identified while nearly all incorrect keys would be discarded. However, our experiments
produced an unexpected outcome: while the right key consistently passed the filter, a
non-negligible fraction of wrong keys did so as well, contradicting the theoretical predictions.
This discrepancy prompted a systematic investigation into the potential failure points of
our underlying assumptions. We examined four primary areas:

The precomputation step: We verified that this step successfully generated S-boxes with
the expected correlation distributions. It is therefore an unlikely source of the
anomaly.

The right key hypothesis: In all our experiments, the correct key guess produced a corre-
lation that surpassed the threshold. This shows that our right key assumption is
realistic.

The independence of the round keys: This assumption (which is common in statistical
attacks) seems reasonable in our case. Indeed, our precomputation step poses no
conditions on the values of the random Sc;¢. Thus, the XOF randomizes the inputs
given to the Se;¢ differences that appear after the random rounds. The only remaining
places where round independence could not hold is after fixed round. We however
do not think it is sufficient to explain our phenomena.

31t means that the guessed key material for the first/last rounds and the key difference at the middle
rounds are correct.
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The wrong key hypothesis: The fact that a significant number of incorrect keys survived
the statistical filter strongly suggests that this hypothesis is the point of failure.
Thus, we tried to simulate the correlations we get in the case of wrong key guesses.
To simplify, we focus on the case where we guessed correctly the keys of round 1, 3,4
and 5, but guessed a wrong key for round 2. In that case, we get the right state after
round 1 and before round 5, so that we can compute the quantities:

(55 (@) Bl B8 (ol k)
6

4
~ a
a-Ey __ | |
16 - Cl
r=2

We then multiply it with g(IV,,, t2, ts, t4) = [[*_, sgn(CS:” @8BS (@) (g, 0)), where
t, = rkgr) = rkg-r) for r = 3,4 (right key guess for rounds 3 and 4), to our (wrongly

guessed) second round key, and take the expectation over random xgrq)u 2<r<4.
This gives

4
sgn (Csff) (a8t2)B5P (2) (g, 0)> OS2 GBL)BSP @) (4 (). I1 ‘CSY) @Bt)BS (@) (g, )
r=3

where t}, = rk§2) B rk§2). Finally, computing the expectation over random ¢,,r = 3,4
and 1 < u < Nyata allows to estimate the empirical correlation ¢ we would get after
having correctly guessed the keys at all rounds except round 2, where the actual
key difference is t}, and we guessed t3. In that setting, our wrong key assumption
implies that we should have negligible biases for all pairs to, t; except when to = t}.
When running actual experiments on our precomputed S-boxes, we observed that
those quantities have nontrivial biases for some values of t5 # t5. This is the most

plausible explanation for our failure in performing linear cryptanalysis.

We leave as an open problem a proper explanation of this phenomenon, which, so far, has
remained outside of our grasp.

5 Conclusion

The inner tweakable block cipher within the FRAST stream cipher has a very strong
structural flaw, making it feasible to find a simpler and weaker alternative representation.
However, the mode in which this block cipher is used prevents a trivial use of this structural
property for cryptanalysis. Still, we have used these alternative representations to find a
large weak key space on the full primitive, which is made even larger by the negacyclic
property of the random S-boxes.

In the average key setting, we made a first attempt at linear cryptanalysis by describing
a general framework to work around the fact that new random S-boxes are generated at
each call to the cipher. However, when applying it to a reduced version of the primitive,
we observed that some wrong key assumptions did not hold. We think that an interesting
open problem would be to have a deeper understanding of the phenomena we observed, and
to mount a working linear cryptanalysis. This would provide a better understanding of the
security margin of FRAST in this setting. Perhaps even more importantly, the gap between
the theoretical and observed behavior in FRAST highlights the limits of the state-of-the-art
on the linear cryptanalysis of non-binary ciphers, which could have consequences beyond
the specifics of FRAST.
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