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Research Article

Ergonomics

Effects of false alarms and miscues of decision support systems on 
human–machine system performance: a study with airport security 
screeners

David Hueglia,b,c , Alain Chavaillazb , Juergen Sauerb  and Adrian Schwaningera,c 
aSchool of Applied Psychology, University of Applied Sciences and Arts Northwestern Switzerland FHNW, Olten, Switzerland; bDepartme
nt of Psychology, University of Fribourg, Fribourg, Switzerland; cCenter for Adaptive Security Research and Applications (CASRA), Zurich, 
Switzerland

ABSTRACT
Decision support systems such as explosives detection systems for cabin baggage (EDSCB) at 
airport security checkpoints help screeners detect bombs by highlighting areas in X-ray images 
that might contain explosives. However, these systems are not perfect and can produce false 
alarms (i.e. alarm when no target is present) and miscues (i.e. a non-target is cued but the actual 
target is located elsewhere in the image). This study investigated the consequences of such 
automation errors in 112 professional airport security screeners who were supported by a 
simulated EDSCB with realistic X-ray images of cabin baggage. They had to detect bombs, guns, 
and knives under one of three experimental conditions: miscue prone, false alarm prone, or 
multiple failures (false alarms and miscues). Results showed that screeners missed more knives 
when the EDSCB provided miscues. We conclude that on-screen alarm resolution of EDSCB alarms 
in primary screening has the disadvantage that miscues can result in missing prohibited articles 
at airport security checkpoints. To avoid this problem, automated decision or clear instructions to 
screeners should be considered.

Practitioner Statement:  Airport security screeners inspect X-ray images of cabin baggage 
through visual search and decision making with the help of explosives detection system for cabin 
baggage screening (EDSCB). The present experiment addresses whether EDSCB miscues affect 
operator performance and whether miscues are a problem when conducting EDSCB on-screen 
alarm resolution.

HIGHLIGHTS
•	 We tested 115 professional airport security screeners using realistic X-ray images of cabin 

baggage.
•	 Screeners were supported by an explosives detection system for cabin baggage (EDSCB) to 

help them detect bombs.
•	 Besides correct explosives alarms, the EDSCB made false alarms on target-absent images or 

miscues on images containing guns or knives that were localised elsewhere on the image.
•	 Screeners missed more knives when the EDSCB provided miscues than when the EDSCB 

provided no miscues.
•	 Instead of on-screen alarm resolution of EDSCB alarms in primary screening, automated 

decision or clear instructions to screeners should be considered.

Automated decision support systems are one type of 
automation that supports human operators by provid-
ing information about a particular state of the world 
(Mosier and Manzey 2020). Typical examples are alarm 
systems or detection systems (Rieger, Heilmann, and 
Manzey 2021) in security contexts (Goh, Wiegmann, 
and Madhavan 2005; Hättenschwiler et al. 2018; Huegli, 
Merks, and Schwaninger 2020), process control 
(Chavaillaz, Wastell, and Sauer 2016, Chavaillaz et  al. 

2019; Chavaillaz and Sauer 2017; Sauer, Chavaillaz, and 
Wastell 2016), or medical screening tasks (Alberdi et  al. 
2004; Drew, Cunningham, and Wolfe 2012; Xiao et  al. 
2021). One function of decision support systems in 
visual inspection tasks is to provide direct cues that 
operators must resolve. Direct cues attract the atten-
tion of human operators by indicating the exact loca-
tion of a possible target (Chavaillaz et  al. 2018; Darnell 
and Lamy 2022; Posner, Snyder, and Davidson 1980). 
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Such direct cues have two goals: First, they should 
support the operator’s search during a visual inspec-
tion task (Chavaillaz et  al. 2018; Goh, Wiegmann, and 
Madhavan 2005; Wiegmann et  al. 2006) by guiding 
attention towards the cued area (Wolfe 2021); and sec-
ond, they should improve the operator’s decision mak-
ing regarding the detection of critical events or targets 
(Wickens et  al. 2015). However, the reliability of most 
decision support systems is imperfect, and system 
designers must decide how to set their decision crite-
rion. Usually, the priority is to set a more liberal deci-
sion criterion (Sorkin and Woods 1985) to detect more 
targets (automation hits). But a liberal decision crite-
rion comes at the cost of producing more alarms 
where no target is present (automation false alarms) 
or producing automation miscues. Based on previous 
studies (Chavaillaz et  al. 2020; Goh, Wiegmann, and 
Madhavan 2005), we define automation miscues as 
alarms in the wrong location when a target is located 
elsewhere in the image. Because of the decision sup-
port system’s imperfect reliability, operators should 
assess the validity of its alarms and act appropriately. 
Such behaviour would improve human–machine sys-
tem performance (Meyer and Kuchar 2021). 
Unfortunately, operators often do not react optimally 
to the decision support system’s presence, resulting in 
insufficient human–machine system performance 
(Bartlett and McCarley 2017, 2019; Boskemper, Bartlett, 
and McCarley 2022).

Although direct cues can improve human–machine 
system performance (Chavaillaz et  al. 2018), they can 
also have adverse effects when false alarms and mis-
cues become frequent. It has been well-researched 
that operators will ignore automation alarms if they 
experience many false alarms, a so-called ‘cry wolf’ 
effect (Bliss, Gilson, and Deaton 1995; Dixon and 
Wickens 2006; Parasuraman and Wickens 2008; Zirk, 
Wiczorek, and Manzey 2020). Several studies have 
found this phenomenon and described it as a lack of 
operator compliance (Bliss, Gilson, and Deaton 1995; 
Huegli, Merks, and Schwaninger 2020, 2023; 
Parasuraman, Sheridan, and Wickens 2000; Zirk, 
Wiczorek, and Manzey 2020). We define compliance 
operationally as the proportion of target-present 
responses given by operators on trials with automa-
tion alarms—regardless of whether true or false (Dixon 
and Wickens 2006; Manzey, Gérard, and Wiczorek 
2014). Compliance has been described as a behavioural 
expression of trust in automation (Hoff and Bashir 
2015; Lee and See 2004). Although there is some evi-
dence that compliance somehow relates to subjective 
trust in automation (Avril et  al. 2022; Chancey et  al. 
2017; Lee and Moray 1992), subjective trust and 

objective compliance do not always correlate strongly 
(Chavaillaz, Wastell, and Sauer 2016, Chavaillaz et  al. 
2019; Rovira, McGarry, and Parasuraman 2007). 
Eye-tracking research has shown that the marked areas 
are the ones that are mainly inspected by operators 
(Drew, Cunningham, and Wolfe 2012), which implies 
strong attentional guidance (Wolfe 2021) by direct 
cues. However, if the marked area is a miscue, this can 
become a problem if operators get distracted by it 
and visual search for prohibited articles in other areas 
of the X-ray image is impaired. Alberdi et  al. (2004) 
and Kunar et  al. (2017) analysed the performance data 
of radiologists detecting breast cancer cells with the 
help of an automated decision support that provided 
direct cues. Radiologists benefitted from the alarms 
when they located cancer cells correctly, but less when 
miscues were given. Goh, Wiegmann, and Madhavan 
(2005) tested student participants in a simulated bag-
gage X-ray screening task in which they had to detect 
knives in greyscale images with the help of a decision 
support system. Participants benefitted from direct 
cues, especially when automation reliability was high, 
but they missed most of the targets when miscues 
were present. We extend this research by using highly 
realistic colourised X-ray images with professional air-
port security officers supported by an explosive detec-
tion system (EDSCB) for cabin baggage screening. 
Moreover, whereas previous studies investigated 
whether miscues impair the detection of the same 
type of target located elsewhere in the X-ray image, 
we investigated spill-over effects from a cueing system 
for one type of target (EDSCB for explosive) on detec-
tion of different types of targets (guns and knives).

X-ray baggage screening at airports aims to prevent 
passengers from bringing prohibited articles (e.g. guns, 
knives, bombs) onto an aircraft (Harris 2002; Petrozziello 
and Jordanov 2019). Bombs are the most dangerous 
prohibited articles in passenger baggage and are tech-
nically called improvised explosive devices (IEDs). 
Screeners can detect IEDs when they are trained well 
(Halbherr et  al. 2013; Koller et  al. 2008, Koller, Drury, 
and Schwaninger 2009; Schuster et  al. 2013; 
Schwaninger and Hofer 2004) and when they are sup-
ported with explosives detection systems for cabin 
baggage (EDSCB) screening (Hättenschwiler et al. 2018; 
Huegli, Merks, and Schwaninger 2020, 2023). EDSCB 
support screeners by providing direct cues in areas in 
the X-ray image that might contain explosive material. 
When the EDSCB is used as a decision support system 
in primary screening, the screeners conduct on-screen 
alarm resolution. That is, the screeners visually inspect 
the X-ray image and decide whether the EDSCB alarm 
is correct or incorrect (Hättenschwiler et  al. 2018; 
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Schwaninger and Merks 2019). When the screeners 
decide that the bag could contain a prohibited article, 
the bag is sent to secondary screening where another 
screener inspects the bag by applying explosives trace 
detection or manual baggage opening (Sterchi and 
Schwaninger 2015). An alternative to on-screen alarm 
resolution in primary screening is automated decision: 
Bags on which EDSCB has alarmed are sent directly to 
secondary screening for further inspection 
(Hättenschwiler et  al. 2018; Huegli, Merks, and 
Schwaninger 2020). State-of-the-art multi-view EDSCB 
technologies (EDSCB of Standard C2) achieve automa-
tion hit rates in the range of 75%–90% and automa-
tion false alarm rates of 6%–20% (Hättenschwiler et  al. 
2018). Because such false alarm rates can impair 
checkpoint efficiency (Sterchi and Schwaninger 2015), 
some countries still use EDSCB with on-screen alarm 
resolution. EDSCB false alarms can either occur on 
target-absent images not containing prohibited arti-
cles (genuine false alarms) or on images containing 
other prohibited articles such as guns or knives 
(miscues).

The goal of the present study was to investigate 
whether the failure proneness of a decision support 
system affects operator performance during a visual 
inspection task. More specifically, we wanted to exam-
ine spill-over effects from a cueing system for one 
type of target (EDSCB for explosives) on human detec-
tion of different types of targets (guns and knives). 
Besides the theoretical relevance of the study, we also 
wanted to answer the practically relevant question 
whether miscues are a problem that needs to be con-
sidered when conducting EDSCB on-screen alarm res-
olution in primary screening. The present study used 
highly realistic X-ray images in colour with professional 
airport security officers supported by EDSCB with a 
realistic automation reliability. The screeners had to 
detect prohibited articles (guns, knives, and IEDs). 
Screeners were tested in three experimental condi-
tions: a false alarm prone condition where all EDSCB 
alarms were false alarms, a miscue prone condition 
where all EDSCB alarms were miscues, and a multiple 
failures condition where EDSCB false alarms and mis-
cues appeared equally often. The dependent variables 
were performance measures (hit rate, false alarm rate, 
response time), behavioural trust (operator compli-
ance), and subjective trust perception. Basic research 
on visual search has shown that salient cues capture 
attention, which can result in lower detection of tar-
gets, particularly in difficult visual search tasks 
(Gaspelin, Ruthruff, and Lien 2016; Luck et  al. 2021; 
Ruthruff et  al. 2020). Therefore, we expected lowest 
performance in the miscue prone condition, because 

screeners get distracted by the miscue and visual 
search for prohibited articles in other areas of the 
X-ray image gets impaired. Because knives are more 
difficult to detect than guns (Halbherr et  al. 2013; 
Koller et al. 2008, Koller, Drury, and Schwaninger 2009), 
we expected to find the negative effect of miscues for 
detecting knives and less, if at all, for detecting guns. 
Because well trained screeners achieve a high detec-
tion of IEDs (Halbherr et  al. 2013; Koller et  al. 2008, 
Koller, Drury, and Schwaninger 2009), we expected 
that screeners would comply more with correct EDSCB 
alarms than with incorrect EDSCB alarms. That is, they 
should recognise such automation failures.

Method

Participants

Participants were 112 cabin baggage screeners from 
an international airport who were tested during their 
regular working hours. They signed up voluntarily to 
participate in the experiment during normal working 
hours as part of a typical working day. They received 
monetary compensation in the form of their regular 
paycheque based on their hourly salary. All screeners 
had been trained and certified according to the stan-
dards of the European Regulation (European Parliament 
2015). After excluding seven screeners with unusually 
low detection rates (-2.5 SD) and six screeners with 
incomplete trials, the final sample consisted of 99 
screeners (43 females, 52 males, and four others) with 
a mean age of 40.57 years (SD = 9.53 years, range = 
25–63 years). The number of participants was deter-
mined through an a priori power analysis (alpha  = 
0.05 and beta  =  0.85 with a small to medium effect 
size and a correlation of .5 among repeated measures). 
The study complied with the American Psychological 
Association Code of Ethics and was approved by the 
Internal Review Board of the Department of Psychology, 
University of Fribourg.

Procedure

Participants were tested in the training facilities of the 
airport in groups of a maximum of four screeners. 
Screeners were randomly assigned to one of the 
experimental conditions. The experiment took place in 
a quiet room and under supervision before the begin-
ning of their working shift. Screeners sat approximately 
60 mm in front of 21.5 BENQ ‘GL2250’ monitors con-
nected to Dell ‘Optiplex 3080’ computers with Intel 
Core i5 processors. Before the experiment, participants 
were informed about the study procedures and goals 
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and gave written informed consent. Then they received 
oral and written instructions about the study, the user 
interface, and the EDSCB hit and false alarm rate. They 
were also told that an EDSCB alarm could indicate 
either a true alarm on an IED present, a false alarm 
without a prohibited article in the X-ray image, or a 
false alarm with either a gun or a knife elsewhere in 
the X-ray image—that is, a miscue. Participants were 
told about the overall false alarm rate of the EDSCB 
but not about the probability of the different types 
(false alarms without a prohibited article in the image 
vs. miscues). After the instructions, participants could 
start the experiment individually. They first conducted 
66 practice trials with feedback given after each trial 
to allow participants to familiarise themselves with the 
task, and because exposure to the automation leads to 
a calibration of cognition towards the true reliability of 
the automation (Parasuraman and Wickens 2008) and 
knowing automation reliability is important for trust 
calibration (Mosier and Manzey 2020). Participants 
were supported by an EDSCB with the same reliability 
level and error proneness during the practice trials as 
during the main experiment. They then performed the 
main experiment in two test blocks containing 267 tri-
als without feedback displayed in random order. 
European regulations (European Parliament 2015) 
mandate a break of at least 10 min after about 20 min 
of continuous X-ray image screening. Therefore, screen-
ers took a break of 10 min after the first test block. 
After the X-ray screening task, participants completed 
the questionnaire to assess trust in EDSCB. The whole 
session took approximately 90 min.

Materials

The X-ray images and simulators were provided by the 
Centre for Adaptive Security Research and Applications 
(CASRA). Together with two X-ray image experts (for-
mer screeners) of CASRA, we selected 600 unique 
X-ray images of passenger bags displayed with 
multi-view imaging (66 practice and 534 test trials) 
containing no prohibited articles from a pool of 7,000 
X-ray images recorded during regular airport security 
cabin baggage screening at several international air-
ports. Also, we selected 72 unique images of IEDs (8 
for practice, 64 for test trials), 36 of guns, and 36 of 
knives (4 of each for practice and 32 of each for test 
trials) that X-ray image experts of CASRA had recorded 
previously. The two X-ray image experts created 
target-present images by merging the prohibited arti-
cles into 144 of the 600 X-ray images using validated 
image merging algorithms (Mendes, Schwaninger, and 
Michel 2011; von Bastian, Schwaninger, and Michel 

2008). This resulted in an overall target prevalence of 
24%, with 12% of all images containing IEDs, 6% con-
taining guns, and 6% containing knives. This complied 
with ratios of different prohibited article categories 
used in threat image projection (TIP) at this airport, a 
technology that projects pre-recorded X-ray images of 
prohibited articles into X-ray images of real passenger 
bags during baggage screening (Hofer and Schwaninger 
2005; Meuter and Lacherez 2016; Skorupski and 
Uchroński 2016). Each target-present image contained 
one prohibited article. EDSCB alarms were set manu-
ally with the support of the X-ray image experts to 
achieve realistic trials. Figure 1 shows two multi-view 
X-ray images containing either a gun (a) or a knife (b).

Design

The experiment used a 3 × 3 mixed design with EDSCB 
failure proneness (miscue prone, false alarm prone, 
and multiple failures) as a between-subject factor and 
prohibited article category (guns, knives, IEDs) as a 
within-subject factor. Dependent variables were hit 
rate, false alarm rate, target present response time, tar-
get absent response time, operator trust, and compli-
ance. Participants were randomly assigned to one of 
the three EDSCB failure proneness conditions. EDSCB 
supported screeners in the detection of explosive 
threats (IEDs). We chose guns as easy and knives as 
more difficult nonexplosive threats.

Task

Screeners worked on the task using a mouse to point 
and click on the screen. They were presented with one 
X-ray image per trial containing either a prohibited 
article (target-present) or not (target-absent). In all fail-
ure type conditions, red frames indicated areas in the 
X-ray images that might contain explosive material 
(EDSCB alarm, see Figure 1). No X-ray image contained 
more than one alarm. In every failure type condition, 
48 out of 64 IEDs were correctly alarmed by the EDSCB 
(75%). Failure type conditions differed only in the 
nature of EDSCB alarms. In the false alarm prone con-
dition, 32 EDSCB false alarms occurred on target-absent 
images. In the miscue prone group, 32 EDSCB false 
alarms occurred on images containing guns or knives 
(16 alarms each). In the multiple failures condition, 16 
EDSCB false alarms occurred on images not containing 
prohibited articles, and the other EDSCB false alarms 
were on images containing guns or knives (eight 
each). Thus, the EDSCB had a hit rate of 75%, a false 
alarm rate of 7%, and overall 91% correct decisions, 
which is very realistic compared to multi-view EDSCB 
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Figure 1.  X-ray images from a multi-view EDSCB machine providing a miscue (red frame). The same image is shown from two 
viewpoints differing by about 90°. Image a contains a gun (easy); Image b, a knife (difficult).

Figure 2. I nterface of the simulator that was used for the experiment (X-Ray Tutor version 4, XRT4). The X-ray images of passen-
ger bags contain a miscue (red dotted lines) and a knife as the actual target elsewhere in the image.
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in operation at airports (Hättenschwiler et  al. 2018; 
Huegli, Merks, and Schwaninger 2020). Figure 2 shows 
the interface of the simulator that was used for the 
experiment (X-Ray Tutor version 4, XRT4). Participants 
had 15 s to decide whether an X-ray image contained 
a target by clicking on an ‘OK’ button (target-absent) 
or a ‘NOT OK’ button (target-present). Before evaluat-
ing an X-ray image as ‘NOT OK,’ screeners had to mark 
the object they classified as a target by clicking on it. 
Many airports apply such a 15-s time limit in cabin 
baggage screening. After each trial, participants rated 
how confident they were about their decision on a 
5-point scale ranging from 1 (not confident) to 5 (very 
confident). Then the subsequent trial started.

Dependent variables

We examined the following dependent variables as 
measures of detection performance: (a) the human–
machine system hit rate (percentage of correctly marked 
threats on target-present trials), (b) the mean of the 
median1 response times on target-present trials in ms, 
(c) the human–machine system false alarm rate (per-
centage of target-present responses on target-absent 
trials), (d) the mean of the median response times on 
target-absent trials. We measured (e) trust perception as 
the subjective trust in the automated system (Chavaillaz 
et  al. 2019) assessed with the 12-item Checklist for Trust 
between People and Automation (CTPA; (Jian, Bisantz, 
and Drury 2000) on a 7-point scale ranging from 1 (not 
at all) to 7 (agree totally). An item example is ‘The sys-
tem is reliable.’ As a behavioural trust measure, we 
chose (f ) the compliance rate (% of target-present 
responses and the marking of alarm in trials in which 
the decision support system alarmed, whether correct 
or incorrect) consistent with Manzey, Gérard, and 
Wiczorek (2014) and Pharmer et  al. (2021) and the defi-
nition by Dixon and Wickens (2006) and Meyer (2001, 
2004). We also assessed operator confidence on each 
trial, but this was not analysed for the present study.

Statistical analyses

As mentioned in the introduction, we aimed to inves-
tigate spill-over effects from a cueing system for one 
type of target (EDSCB for explosive) on detection of 
different types of targets (guns and knives). Some tri-
als with nonexplosive targets (guns and knives) con-
tained miscues, trials with explosive targets (IEDs) did 
not contain miscues. Therefore, we conducted separate 
analyses of variance (ANOVAs) for target present trials 
with nonexplosive targets (guns and knives), for trials 
with explosive targets (IEDs), and for target absent 

trials. For nonexplosive targets, we ran 3 (failure type 
condition: false alarm prone, miscue prone, multiple 
failures) × 2 (nonexplosive prohibited articles category: 
guns, knives) mixed-design ANOVAs. For trials contain-
ing explosive targets and target-absent trials, we con-
ducted one-way between-subjects ANOVAs. A 
Huyn–Feldt correction was applied to address any vio-
lation of the sphericity assumption. All ANOVAs and 
post hoc comparisons were calculated with R version 
4.03 (R Core Team, 2022). Alpha was set at 0.05, and 
Holm–Bonferroni corrections were applied (Holm 1979) 
for post hoc t tests to correct for family-wise errors. We 
report effect sizes of ANOVAs using ηp

2 (partial 
eta-squared) with values of 0.01, 0.06, and 0.14 being 
interpreted as small, medium, and large effects respec-
tively (Cohen 1988,p. 368). We computed basic boot-
strapped 95% confidence intervals (1000 iterations) to 
assess the precision of estimated means.

Results

Detection of nonexplosive prohibited articles 
(guns and knives)

Figure 3 displays the human–machine system’s hit rate 
by failure type condition and prohibited article cate-
gory. The ANOVA confirmed that detection perfor-
mance for nonexplosive prohibited articles depended 
on the failure proneness of EDSCB. There were signifi-
cant main effects of failure type, F(2, 95) = 4.82, p = 
.01, partial η2 = 0.05, and of prohibited article cate-
gory, F(1, 95) = 129.38, p < .001, partial η2 = 037. 
Additionally, the interaction between failure type and 
prohibited article category was significant, F(2, 95) = 
4.10, p = .02, partial η2 = 0.04. Further, post hoc com-
parisons revealed that knives were detected better in 
the false alarm prone than in the miscue prone (p = 
.04) or the multiple failures conditions (p = .02). There 
was no evidence of a difference in the detection of 
knives between the miscue prone group and the mul-
tiple failures group (p > .99). Figure 3 shows that dif-
ferences for guns were less pronounced. The post hoc 
test for guns did not reveal a significant difference 
between the false alarm prone and the miscue prone 
condition (p > .99). Interestingly, screeners in the false 
alarm prone condition detected guns more accurately 
than in the multiple failures condition (p = .02) whereas 
the mean difference to screeners in the miscue prone 
condition was not significant (p = .08).

Figure 4 shows the target presence response times by 
failure type condition and prohibited target category. 
The ANOVA showed that the main effect of failure type 
was not significant, F(2, 95 = 0.24, p = .79, partial η2 = 
0.00, indicating that failure type had no effect on 
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response times. Guns were detected faster than knives 
(p < .001, as there was a significant main effect of pro-
hibited article category, F(1, 95) = 185.00, p < .001, par-
tial η2 = 0.16, a medium sized effect. The interaction 
between failure type and prohibited article category was 
not significant, F(2, 95) = 2.26, p = .11, partial η2 = 0.00.

Detection of explosive prohibited articles (IEDs)

Explosives (IEDs) were detected very well in all test 
conditions, the hit rates were as follows: false alarm 
prone (M = 0.93, BCa 95% CI [0.91, 0.94]), miscue prone 
(M = 0.92, BCa 95% CI [0.90, 0.93]), and multiple failures 
(M = 0.90, BCa 95% CI [0.88, 0.92]). Moreover, a one-way 

Figure 3. M ean human–machine system hit rate by failure type condition and prohibited article category. Error bars show boot-
strapped 95% confidence intervals (1000 iterations).

Figure 4.  Target-present response times (mean of medians) by failure type condition and prohibited article category. Error bars 
show bootstrapped 95% confidence intervals (1000 iterations).
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between-subjects ANOVA to compare the hit rate in 
different failure type conditions did not reveal any sig-
nificant difference, F(2, 95) = 0.51, p = .60, partial η2 = 
0.01. A one-way between-subjects ANOVA to compare 
the target present response times for trials containing 
explosives (IEDs) in different failure type conditions did 
not reveal any significant differences, F(2, 95) = 0.06,  
p = .94, partial η2 = 0.00. More specifically, results were 
as follows: false alarm prone (M = 3334 ms, BCa 95% CI 
[2819, 4021]), miscue prone (M = 3442 ms, BCa 95% CI 
[2960, 4052]), and multiple failures (M = 3311 ms, BCa 
95% CI [2924, 3901]).

Target-absent trials

Figure 5 shows mean target absent response times for 
the failure type conditions (false alarm prone, miscue 
prone, multiple failures). A one-way between-subjects 
ANOVA to compare the failure type conditions, F(2, 95) 
= 2.41, p = .09, partial η2 = 0.05, did not reveal any 
significant differences in the human–machine system 
false alarm rate.

A one-way between-subjects ANOVA to compare 
different failure type conditions (false alarm prone, 
miscue prone, multiple failures), did not reveal any 

significant differences in target-absent RTs, F(2, 95) = 
1.07, p = .34, partial η2 = 0.02 (see Figure 6).

Operator trust and compliance

For trust perception, a one-way ANOVA with the factor 
failure type condition, F(2, 91) = 0.17, p = .84, partial 
η2 = 0.00, revealed no significant differences between 
conditions: false alarm prone condition (M = 2.86, BCa 
95% CI [2.49, 3.33]), miscue prone condition (M = 3.02, 
BCa 95% CI [2.62, 3.55]), and multiple failures condi-
tion (M = 3.04, BCa 95% CI [2.66, 3.46]).2 Figure 7 shows 
operator compliance with correct EDSCB and incorrect 
EDSCB alarms in each experimental group. The two-way 
ANOVA showed a significant main effect of failure 
type, F(2, 95) = 5.70, p = .004, partial η2 = 0.06. There 
was also a significant main effect of alarm validity, F(1, 
95) = 7687.20, p < .001, partial η2 = 0.97, indicating a 
very large effect. Additionally, the interaction between 
failure type and prohibited article category was signif-
icant, F(2, 95) = 6.87, p = .002, partial η2 = 0.07. 
Operators showed less compliance with incorrect 
EDSCB alarms in the miscue prone condition than in 
the false alarm prone condition and the multiple fail-
ures condition (both ps < .01). Operator compliance 

Figure 5.  Human–machine system false alarm rate by failure type condition. Error bars show bootstrapped 95% confidence inter-
vals (1000 iterations).
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Figure 6.  Target-absent RT (mean of medians) by failure type condition and prohibited article category. Error bars show boot-
strapped 95% confidence intervals (1000 iterations).

Figure 7. M ean operator compliance with correct and incorrect EDSCB alarms by failure type condition. Error bars show boot-
strapped 95% confidence intervals (1000 iterations).
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with correct EDSCB alarms did not differ between fail-
ure type conditions (all ps > .99).

Discussion

The goal of the present study was to investigate how 
the different failure types of a decision support system 
affect operator performance during a visual inspection 
task and whether operators recognise different auto-
mation failures. Specifically, the experiment aimed to 
examine the spill-over effects from a cueing system for 
one type of target (EDSCB for explosive) on human 
detection of different types of targets (guns and 
knives). Results showed that the failure proneness of 
EDSCB affected the detection performance of screen-
ers, but only for items that are more challenging to 
identify: Screeners’ detection performance for knives 
was worse when EDSCB was miscue prone or made 
multiple failures than when EDSCB was false alarm 
prone. Moreover, screeners could recognise many mis-
cues and distinguish between correct and incorrect 
EDSCB alarms.

Detection of nonexplosive prohibited articles 
(guns and knives)

Detection of nonexplosive targets depended on the 
failure proneness of the EDSCB. Specifically, miscues 
reduced the correct detection of knives more than 
that of guns. This could be due to differences in target 
difficulty as previous studies found that guns are eas-
ier to detect than knives because they are larger and 
vary less in shape than knives (Halbherr et  al. 2013; 
Hättenschwiler et  al. 2018; Huegli et al. 2020; Koller, 
Drury, and Schwaninger 2009).

It is noteworthy that the EDSCB in the current study 
targeted only explosives and EDSCB miscues occurred 
on images containing guns or knives representing a 
realistic scenario. The miscues wrongly indicating the 
presence of an explosive impaired the detection of 
nonexplosive targets (guns and knives). These are 
spill-over effects from a cueing system for one type of 
target (EDSCB for explosive) on detection of different 
types of targets (guns and knives). One possible expla-
nation is that miscues cause operators to stop search-
ing for prohibited articles. This would be consistent 
with previous research on subsequent search errors 
providing evidence that search errors become more 
frequent when the actual target is dissimilar to the 
one that was searched for first (for a review, see 
Adamo et  al. 2021), and when the distractors (in this 
case the miscue) appear in a salient manner (Lawrence 

and Pratt 2022; Moher 2020). Further, our results did 
not reveal an effect of the failure proneness of the sys-
tem on response times, but guns were detected better 
and faster than knives. These results speak against a 
trade-off between speed and accuracy, that is, better 
detection at the expense of a slower response time 
(Heitz, 2014). Even greater effects of miscuing than in 
the present study have been found in previous studies 
of experts performing medical screening tasks (Alberdi 
et  al. 2004; Kunar et  al. 2017) and students performing 
a baggage X-ray screening task (Goh, Wiegmann, and 
Madhavan 2005). However, both studies used 
black-and-white images. The colouring of the X-ray 
images in our study might have reduced the negative 
effect of miscues, because colour facilitates the detec-
tion of prohibited articles (von Bastian, Schwaninger, 
and Michel 2008) due to pop-out effects (Wolfe 2021; 
Wolfe et  al. 2011). Interestingly, screeners performed 
worse in the realistic multiple failures condition than 
in the miscue prone condition. One reason for this 
finding could be that in the multiple failures condition 
both miscues and regular false alarms occurred, but in 
the miscue prone condition, incorrect alarms were 
always miscues. Screeners perhaps adapted and rec-
ognised that when an incorrect alarm appeared, they 
must search the image for another prohibited article. 
In the multiple failures condition, both false alarms 
and miscues occurred, and screeners made more 
errors. This is consistent with previous findings show-
ing an adverse effect of failure inconsistency on 
human–machine system performance (Bahner, Hüper, 
and Manzey 2008; Sauer, Chavaillaz, and Wastell 2016).

Detection of explosives

The EDSCB had the same automation hit rate in all 
three test conditions when alarming on explosives. As 
expected, the failure proneness of the EDSCB did not 
affect the human–machine system hit rate and 
response times when inspecting images with IEDs. This 
is good news, because it suggests that the failure 
proneness of the system does not affect the usage of 
the EDSCB when its cues are correct. Moreover, the 
human–machine system hit rate was at least 15% or 
more, higher than the EDSCB false alarm rate of 7%. 
That is, screeners assessed and used the information 
provided by the EDSCB. When EDSCB missed an IED, 
screeners detected most of them. IEDs are composed 
of a power source, a triggering device, a detonator, 
and an explosive charge usually connected by wires 
(Turner 1994; Wells and Bradley 2012) that trained 
screeners can detect well (Halbherr et  al. 2013; Koller 
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et  al. 2008, Koller, Drury, and Schwaninger 2009; 
Schuster et  al. 2013; Schwaninger and Hofer 2004).

Target-absent trials

False alarm rates by airport security screeners are criti-
cal for checkpoint efficiency because further examina-
tion of bags at the checkpoint involves more 
time-consuming explosives trace detection and the 
manual opening of baggage (Sterchi and Schwaninger 
2015). Further, target-absent response times are more 
relevant for efficiency in baggage screening, because 
most bags do not contain prohibited articles (in both 
our experiment and at airports). Our results show that 
the failure proneness of the EDSCB did not affect the 
human–machine false alarm rate and response times 
when inspecting target-absent images. This result was 
not expected, because the three test conditions did 
differ in the number of false alarms on target-absent 
images. Moreover, the human–machine system false 
alarm rate did not exceed the EDSCB false alarm rate. 
From a practical point of view, however, this is good 
news, because screeners could keep the human–
machine system false alarm rate within an acceptable 
range (Sterchi and Schwaninger 2015) regardless of the 
amount of EDSCB false alarms on target-absent images.

Operator compliance and subjective trust 
perception

In our study, trust perception did not differ between 
the three different failure proneness conditions, sug-
gesting that the nature of false alarms did not affect 
trust in automation. However, besides trust, other fac-
tors such as recognising automation failures affect the 
use of a decision support system (Spain 2009). Trust 
scores of our screeners were relatively low (mean of 
about 3 on a 7-point Likert scale) and lower than in a 
previous study using the same questionnaire to evalu-
ate trust in a decision support system that made only 
false alarms and miscues but no misses (Chavaillaz 
et  al. 2019). We argue that screeners built their trust 
based on their experience with EDSCB detecting (or 
somewhat missing) IEDs, and that miscues did not 
affect screeners’ trust perception. Compliance has been 
described as behavioural expressions of trust in auto-
mation (Hoff and Bashir 2015; Lee and See 2004). 
However, the relationship between compliance and 
subjective trust in automation is vague (Chavaillaz 
et  al. 2019).

When EDSCB correctly alarmed IEDs, screeners 
showed more compliance with EDSCB than when 
EDSCB provided incorrect alarms. When EDSCB 

triggered miscues, operator compliance was lower 
than when EDSCB triggered normal false alarms. These 
results are important because they show that screen-
ers can differentiate between correct and incorrect 
EDSCB alarms. Moreover, compliance with incorrect 
alarms was lower in the miscue prone condition (i.e. 
miscues only) than in the multiple failures condition in 
which both normal false alarms and miscues occurred. 
When EDSCB yielded a miscue in the miscue prone 
condition, screeners could adjust and inspect the 
image more closely than in the more realistic multiple 
failures condition. Both results provide evidence that 
screeners actively process and adapt to automation 
alarms, which speaks against complacency (Alberdi 
et  al. 2004, 2008; Meyer, Wiczorek, and Günzler 2014; 
Onnasch et al. 2014; Rice and McCarley 2011). Screeners 
cannot become complacent when only 48 out of 80 
EDSCB alarms are correct.

Limitations and future research

This study has some limitations that could be addressed 
in future research. First, it was conducted with screen-
ers from only one airport who were trained and certi-
fied according to the standards of the European 
Regulation (European Parliament 2015). It would be 
interesting to examine whether these results are also 
found in other airports, and whether specific training 
on EDSCB on-screen alarm resolution could reduce the 
problem of EDSCB miscues. Furthermore, future stud-
ies should compare how experienced screeners react 
to different kinds of errors compared to inexperienced 
ones. Second, many effects we found on performance 
were only small. However, the negative effects of mis-
cues are still relevant. For example, about 8 percent 
difference across conditions for knives (see Figure 3) is 
substantial in terms of security risks. Third, in X-ray 
screening at airports, the extremely low target preva-
lence of prohibited articles is increased artificially to 
about 2%–4% using threat image projection and 
covert tests (Hofer and Schwaninger 2005; Meuter and 
Lacherez 2016; Schwaninger 2009; Skorupski and 
Uchroński 2016; Wetter, Hardmeier, and Hofer 2008). 
Target prevalence in our study was higher than in 
real-world scenarios to achieve enough trials to run 
statistical tests. A lower target prevalence could have 
negatively affected the detection of prohibited articles 
(Biggs and Mitroff 2015; Buser, Sterchi, and Schwaninger 
2020; Wolfe et  al. 2007; Wolfe and Van Wert 2010) and 
increased the potentially dangerous misguidance 
effects of miscues (Kunar et  al. 2017; Schwarz and 
Miller 2016). Therefore, we expect that the negative 
effects of miscues would increase even more in real 
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working conditions. Fourth, the quality of EDSCB is still 
improving. For example, EDSCB based on computer 
tomography, which is becoming more common at air-
ports, could soon achieve EDSCB false alarm rates 
below 5% (Huegli, Merks, and Schwaninger 2020). This 
technical progress needs to be considered when dis-
cussing the practical implications of our study. Fifth, 
eye-tracking could be useful to investigate whether 
miscues impede further scanning and/or detection (for 
some targets). Finally, it could be interesting to inves-
tigate the impact of other distractors, such as interrup-
tions, compared to the effects of miscues.

Practical implications

We have shown that EDSCB miscues can impair the 
detection of nonexplosive targets, especially knives 
when they are located elsewhere in the X-ray image. 
Furthermore, this effect was prominent when miscues 
and multiple failures occurred during the test. Screeners 
show more compliance with correct than with incor-
rect EDSCB alarms, and they recognise most miscues. 
Nevertheless, we consider miscues to be a problem 
that needs to be addressed when conducting EDSCB 
on-screen alarm resolution. In our study, the EDSCB 
had a hit rate of 75% and a false alarm rate of 7%. 
Using EDSCB based on computer tomography that 
achieve even higher hit rates (80% or more) and very 
low false alarm rates (5% or less) would improve the 
detection of explosive material in bags. Additionally, 
automated prohibited item detection systems that 
alarm on nonexplosive targets and also achieve very 
high hit rates and low false alarm rates (Liang et  al. 
2019) would increase human–machine system perfor-
mance even more. Resolving all these alarms in sec-
ondary screening with explosives trace detection and 
manual bag opening can be considered reasonable 
and should not require additional staff resources 
(Sterchi and Schwaninger 2015). We recommend giving 
screeners clear instructions to send every alarmed bag 
to a secondary search, as suggested by Hättenschwiler 
et  al. (2018) and Huegli, Merks, and Schwaninger 
(2020). However, screeners should still visually inspect 
X-ray images for guns, knives, and IEDs. The latter is 
crucial, because EDSCB still misses some IEDs (Howell 
2017), and screeners can detect them well by visual 
inspection, as demonstrated in our study.

Conclusion

The present study investigated whether the failure prone-
ness of a decision support system (in our case, EDSCB) 
affects human–machine system performance during a 

visual inspection task and whether operators recognise 
automation failures. Our results show that EDSCB mis-
cues impaired the detection of knives located elsewhere 
in the image. These are spill-over effects from a cueing 
system for one type of target (EDSCB for explosive) on 
detection of a different type of target (knives). Screeners 
showed more compliance with correct than with incor-
rect EDSCB alarms indicating that screeners could differ-
entiate between correct and incorrect automation alarms. 
Although screeners recognised many miscues, we recom-
mend that when EDSCB indicates that the bag might 
contain explosive material, the baggage should always 
be further examined in a secondary screening.

Notes

	 1.	 We used the median RT as our estimate because it 
provides a less biased estimate of the underlying RT 
(Brenner and Smeets 2019; Rousselet and Wilcox 2020) 
and because it has been used in several other studies 
when distributions of RT were skewed (Gordon et  al. 
2020; Horowitz et  al. 2003; Horowitz and Wolfe 2003; 
Thornton and Zdravković 2020; Wolfe 2022).

	 2.	 Note that only 95 participants completed the trust 
perception questionnaire.
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